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Abstract
We study the software performance of authenticated-encryption modes CCM, GCM, and OCB.
Across a variety of platforms, we find OCB to be substantially faster than either alternative. For
example, on an Intel i5 (“Clarkdale”) processor, good implementations of CCM, GCM, and OCB
encrypt at around 4.2 cpb, 3.7 cpb, and 1.5 cpb, while CTR mode requires about 1.3 cpb. Still
we find room for algorithmic improvements to OCB, showing how to trim one blockcipher call
(most of the time, assuming a counter-based nonce) and reduce latency. Our findings contrast
with those of McGrew and Viega (2004), who claimed similar performance for GCM and OCB.
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operation, CCM, GCM, OCB.

1

Introduction

Background. Over the past few years, considerable effort has been spent constructing schemes for
authenticated encryption (AE). One reason is recognition of the fact that a scheme that delivers both
privacy and authenticity may be more efficient than the straightforward amalgamation of separate
privacy and authenticity techniques. A second reason is the realization that an AE scheme is less
likely to be incorrectly used than an encryption scheme designed for privacy alone.
While other possibilities exist, it is natural to build AE schemes from blockciphers, employing
some mode of operation. There are two approaches. In a composed (“two-pass”) AE scheme one
conjoins essentially separate privacy and authenticity modes. For example, one might apply CTRmode encryption and then compute some version of the CBC MAC. Alternatively, in an integrated
(“one-pass”) AE scheme the parts of the mechanism responsible for privacy and for authenticity
are tightly coupled.1 Such schemes emerged around a decade ago, with the work of Jutla [21], Katz
and Yung [23], and Gligor and Donescu [11].
Integrated AE schemes were invented to improve performance of composed ones, but it has not
been clear if they do. In the only comparative study to date [31], McGrew and Viega found that their
composed scheme, GCM, was about as fast as, and sometimes faster than, the integrated scheme
OCB [35] (hereinafter OCB1, to distinguish it from a subsequent variant we’ll call OCB2 [34]).
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The distinction between composed and integrated AE schemes is useful but not formal.
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Figure 1: Authenticated-encryption schemes built from a blockcipher. Checks ✓ indicate schemes
included in our performance study. The column labeled ty (type) specifies if the scheme is integrated (I) or
composed (C). When a scheme is in multiple standards, only a single one is named.

After McGrew and Viega’s 2004 paper, no subsequent performance study was ever published.
This is unfortunate, as there seems to have been a major problem with their work: reference
implementations were compared against optimized ones, and none of the results are repeatable due
to the use of proprietary code. In the meantime, CCM and GCM have become quite important to
cryptographic practice. For example, CCM underlies modern WiFi (802.11i) security, while GCM
is supported in IPsec and TLS.
McGrew and Viega identified two performance issues in the design of OCB1. First, the mode
uses m + 2 blockcipher calls to encrypt a message of m = ⌈|M |/128⌉ blocks. In contrast, GCM
makes do with m + 1 blockcipher calls. Second, OCB1 twice needs one AES result before another
AES computation can proceed. Both in hardware and in software, this can degrade performance.
Beyond these facts, existing integrated modes cannot exploit the “locality” of counters in CTR
mode—that high-order bits of successive input blocks are usually unchanged, an observation first
exploited, for software speed, by Hongjun Wu [4]. Given all of these concerns, maybe GCM really
is faster than OCB—and, more generally, maybe composed schemes are the fastest way to go. The
existence of extremely high-speed MACs supports this possibility [3, 5, 25].
Contributions. We begin by refining the definition of OCB to address the performance concerns
just described. When the provided nonce is a counter, the mode that we call OCB3 shaves off
one AES encipherment per message encrypted about 98% of the time. In saying that the nonce
is a counter we mean that, in a given session, its top portion stays fixed, while, with each successive message, the bottom portion gets bumped by one. This is the approach recommended in
RFC 5116 [30, Section 3.2] and, we believe, the customary way to use an AE scheme. We do not
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Figure 2: Performance of CCM, GCM, and OCB3 on an x86 with AES-NI. The x-coordinate
is the message length, in bytes; the y-coordinate is the measured number of cycles per byte. From top-tobottom on the right-hand side, the curves are for CCM, GCM, and OCB3. The shaded region shows the
time for CTR mode. This and subsequent graphs are best viewed in color.

introduce something like a GF(2128 ) multiply to compensate for the usually-eliminated blockcipher
call, and no significant penalty is paid, compared to OCB1, if the provided nonce is not a counter
(one just fails to save the blockcipher call). We go on to eliminate the latency that used to occur
when computing the “checksum” and processing the AD (associated data).
Next we study the relative software performance of CCM, GCM, and the different versions of
OCB. We employ the fastest publicly available code for Intel x86, both with and without Intel’s new
instructions for accelerating AES and GCM. For other platforms—ARM, PowerPC, and SPARC—
we use a refined and popular library, OpenSSL. We test the encryption speed on messages of every
byte length from 1 byte to 1 Kbyte, plus selected lengths beyond. The OCB code is entirely
in C, except for a few lines of inline assembly on ARM and compiler intrinsics to access byteswap,
trailing-zero count, and SSE/AltiVec functionality.
We find that, across message lengths and platforms, OCB, in any variant, is well faster than
CCM and GCM. While the performance improvements from our refining OCB are certainly measurable, those differences are comparatively small. Contrary to McGrew and Viega’s findings, the
speed differences we observe between GCM and OCB1 are large and favor OCB1.
As an example of our experimental findings, for 4 KB messages on an Intel i5 (“Clarkdale”)
processor, we clock CCM at 4.17 CPU cycles per byte (cpb), GCM at 3.73 cpb, OCB1 at 1.48 cpb,
OCB2 at 1.80 cpb, and OCB3 at 1.48 cpb. As a baseline, CTR mode runs at 1.27 cpb. See Figures 2
and 3. These implementations exploit the processor’s AES New Instructions (AES-NI), including
“carryless multiplication” for GCM. The OCB3 authentication overhead —the time the mode spends
in excess of the time to encrypt with CTR—is about 0.2 cpb, and the difference between OCB
and GCM overhead is about a factor of 10. Even written in C, our OCB implementations provide,
on this platform, the fastest reported times for AE.
The means for refining OCB are not complex, but it took much work to understand what
optimization would and would not help. First we wanted to arrange that nonces agreeing on all
but their last few bits be processed using the same blockcipher call. To accomplish this in a way that
minimizes runtime state and key-setup costs, we introduce a new hash-function family, a stretchthen-shift xor-universal hash. The latency reductions are achieved quite differently, by changes in
how the mode defines and operates on the Checksum. Further structural changes improve support
for incremental APIs.
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Figure 3: Performance of OCB variants on an x86 with AES-NI. From top-to-bottom, the curves
are for OCB2, OCB1, and OCB3. The shaded region shows the time for CTR mode.

One surprising finding is that, on almost all platforms, OCB2 is slightly slower than OCB1. To
explain, recall that most integrated schemes (all of Figure 1 except for RPC) involve computing an
offset for each blockcipher call. With OCB1, each offset is computed by xoring a key-dependent
value, an approach going back to Jutla [21]; with OCB2, each offset is computed by a “doubling”
in GF(2128 ). The former approach turns out to be faster. The finding emphasizes the utility of
doing implementation work alongside mode design—the approach adopted for OCB3.
During our work we investigated novel ways to realize a maximal period, software-efficient,
128-bit LFSR; such constructions can also be used to make the needed offsets. A computer-aided
search identified constructions like A ∥ B ∥ C ∥ D 7→ C ∥ D ∥ B ∥ ((A≪1) ⊕ (A≫1) ⊕ (D≪15)); see
Appendix B. Here |A| = |B| = |C| = |D| = 32. While very fast, such maps are still slower than
xoring a precomputed value. Our findings thus concretize Chakraborty and Sarkar’s suggestion [6]
to improve OCB using a fast, 128-bit, word-oriented LFSR—but, in the end, we conclude that the
idea doesn’t really help. Of course software-optimized 128-bit LFSRs may have other applications.
All code and data used in this paper, plus a collection of clickable tables and graphs, are available
from the second author’s webpage.
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The Mode OCB3

Preliminaries. We begin with a few basics. A blockcipher is a deterministic algorithm E :
K×{0, 1}n → {0, 1}n where K is a finite set and n ≥ 1is a number, the key space and blocklength. We
require EK (·) = E(K, ·) be a permutation for all K ∈ K. Let D = E −1 be the map from K × {0, 1}n
to {0, 1}n defined by DK (Y ) = D(K, Y ) being the unique point X such that EK (X) = Y .
Following recent formalizations [1, 23, 33, 35], a scheme for (nonce-based) authenticated encryption (with associated-data) is a three-tuple Π = (K, E, D). The key space K is a finite, nonempty
set. The encryption algorithm E takes in a key K ∈ K, a nonce N ∈ N ⊆ {0, 1}∗ , a plaintext
M ∈ M ⊆ {0, 1}∗ , and associated data A ∈ A ⊆ {0, 1}∗ . It returns, deterministically, either a
N, A
ciphertext C = EK
(M ) ∈ C ⊆ {0, 1}∗ or the distinguished value Invalid. Sets N , M, C, and A
are called the nonce space, message space, ciphertext space, and AD space of Π. The decryption
algorithm D takes a tuple (K, N, A, C) ∈ K × N × A × C and returns, deterministically, either
N, A
N, A
Invalid or a string M = DK
(C) ∈ M ⊆ {0, 1}∗ . We require that DK
(C) = M for any string
N, A
C = EK (M ) and that E and D return Invalid if provided an input outside of K ×N ×A×M or
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N,A
N,A
K × N × A × C, respectively. We require |EK
(M )| = |EK
(M ′ )| when the encryptions are strings
and |M | = |M ′ |. If this value is always |M | + τ we call τ the tag length of the scheme.

Definition of OCB3. Fix a blockcipher E : K × {0, 1}128 → {0, 1}128 and a tag length τ ∈
[0 .. 128]. In Figure 4 we define from E and τ the AE scheme Π = OCB3[E, τ ] = (K, E, D). The
nonce space N is the set of all binary strings with fewer than 128 bits.2 The message space M and
AD-space A are all binary strings. The ciphertext space C is the set of all strings whose length is at
least τ bits. Figure 4’s procedure Setup is implicitly run on or before the first call to E or D. The
variables it defines are understood to be global. In the protocol definition we write ntz(i) for the
number of trailing zeros in the binary representation of positive integer i (eg, ntz(1) = ntz(3) = 0,
ntz(4) = 2), we write msb(X) for the first (most significant) bit of X, we write A ∧ B for the
bitwise-and of A and B, and we write A≪i for the shift of A by i positions to the left (maintaining
string length, leftmost bits falling off, zero-bits entering at the right). At lines 111 and 311 we
regard Bottom as a number instead of a string.
In Figure 5 we illustrate the mode. Functions Init and Inc implicitly depend on K. Init(N )
has the functionality corresponding to lines 106–111 of Figure 4. The other maps are simpler, with
Inci (∆) = ∆ ⊕ L[ntz(i)], Inc$ (∆) = ∆ ⊕ L$ , Inc∗ (∆) = ∆ ⊕ L∗ , and Init = 0128 . Here L∗ = EK (0128 ),
L$ = 2 · L∗ = double(L∗ ), and L[i] = 22+i · L∗ for all i ≥ 0, the multiplication in GF(2128 ). Value
2 = 0126 10 = x is a particular point of the finite field.
Design rationale. We now explain some of the design choices made for OCB3. While not a
large departure from OCB1 or OCB2, the refinements do help.
Trimming a blockcipher call. OCB1 and OCB2 took m + 2 blockcipher calls to encrypt an mblock string M : one to map the nonce N into an initial offset ∆; one for each block of M ;
one to encipher the final Checksum. The first of these is easy to eliminate if one is willing to
replace the EK (N ) computation by, say, K1 · N , the product in GF(2128 ) of nonce N and a
variant K1 of K. The idea has been known since Halevi [14]. But such a change would necessitate
implementing a GF(2128 ) multiply for just this one step. Absent hardware support, one would
need substantial precomputation and enlarged internal state to see any savings; not a net win. We
therefore compute the initial offset ∆ using a different xor-universal hash function: ∆ = HK (N ) =
(Stretch≪Bottom)[1 .. 128] where Bottom is the last six bits of N and the (128+64)-bit string
Stretch is made by a process involving enciphering N with its last six bits zeroed out. This stretchthen-shift hash will be proven xor-universal in Section 4.1. Its use ensures that, when the nonce N
is a counter, the initial offset ∆ can be computed without a new blockcipher call 63/64 ≈ 98%
of the time. In this way we reduce cost from m + 2 blockcipher calls to an amortized m+1.016
blockcipher calls, plus tiny added time for the hash.
Reduced latency. Assume the message being encrypted is not a multiple of 128 bits; there is a final
block M∗ having 1–127 bits. In prior versions of OCB one would need to wait on the penultimate
blockcipher call to compute the Checksum and, from it, the final blockcipher call. Not only might
this result in pipeline stalls [31], but if the blockcipher’s efficient implementation needs a long
string to ECB, then the lack of parallelizability translates to extra work. For example, Käsper
and Schwabe’s bit-sliced AES [22] ECB-encrypts eight AES blocks in a single shot. Using this in
OCB1 or OCB2 would result in enciphering 24 blocks to encrypt a 100-byte string—three times
more than what “ought” to be needed—since twice one must wait on AES output to form the
next AES input. In OCB3 we restructure the algorithm so that the Checksum never depends on
2
In practice one would either restrict nonces to byte strings of 1–15 bytes, or else demand that nonces have a
fixed length, say exactly 12-bytes. Under RFC 5116, a conforming AE scheme should use a 12-byte nonce.
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101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126

201
202
203
204
205
206

NA
algorithm EK
(M )
if |N | ≥ 128 then return Invalid
M1 · · · Mm M∗ ← M where each
|Mi | = 128 and |M∗ | < 128
Checksum ← 0128 ; C ← ε
Nonce ← 0127−|N | 1 N
Top ← Nonce ∧ 1122 06
Bottom ← Nonce ∧ 0122 16
Ktop ← EK (Top) (
)
Stretch ← Ktop ∥ Ktop ⊕ (Ktop≪8)
∆ ← (Stretch ≪ Bottom)[1..128]
for i ← 1 to m do
∆ ← ∆ ⊕ L[ntz(i)]
∥
C ← EK (Mi ⊕ ∆) ⊕ ∆
Checksum ← Checksum ⊕ Mi
if M∗ ̸= ε then
∆ ← ∆ ⊕ L∗
Pad ← EK (∆)
∥
C ← M∗ ⊕ Pad[1 .. |M∗ |]
Checksum ← Checksum ⊕ M∗ 10∗
∆ ← ∆ ⊕ L$
Final ← EK (Checksum ⊕ ∆)
Auth ← HashK (A)
Tag ← Final ⊕ Auth
T ← Tag[1 .. τ ]
return C ∥ T

algorithm Setup(K)
L∗ ← EK (0128 )
L$ ← double(L∗ )
L[0] ← double(L$ )
for i ← 1, 2, · · · do L[i] ← double(L[i−1])
return

301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327

401
402
403
404
405
406
407
408
409
410

211
212

algorithm double(X)
return (X≪1) ⊕ (msb(X) · 135)

411
412

NA
algorithm DK
(C)
if |N | ≥ 128 or |C| < τ then return Invalid
C1 · · · Cm C∗ T ← C where each
|Ci | = 128 and |C∗ | < 128 and |T | = τ
Checksum ← 0128 ; M ← ε
Nonce ← 0127−|N | 1 N
Top ← Nonce ∧ 1122 06
Bottom ← Nonce ∧ 0122 16
Ktop ← EK (Top) (
)
Stretch ← Ktop ∥ Ktop ⊕ (Ktop≪8)
∆ ← (Stretch ≪ Bottom)[1..128]
for i ← 1 to m do
∆ ← ∆ ⊕ L[ntz(i)]
∥
M ← DK (Ci ⊕ ∆) ⊕ ∆
Checksum ← Checksum ⊕ Mi
if C∗ ̸= ε then
∆ ← ∆ ⊕ L∗
Pad ← EK (∆)
∥
M ← M∗ ← C∗ ⊕ Pad[1 .. |C∗ |])
Checksum ← Checksum ⊕ M∗ 10∗
∆ ← ∆ ⊕ L$
Final ← EK (Checksum ⊕ ∆)
Auth ← HashK (A)
Tag ← Final ⊕ Auth
T ′ ← Tag[1 .. τ ]
if T = T ′ then return M
else return Invalid

algorithm HashK (A)
A1 · · · Am A∗ ← A where each
|Ai | = 128 and |A∗ | < 128
Sum ← 0128
∆ ← 0128
for i ← 1 to m do
∆ ← ∆ ⊕ L[ntz(i)]
Sum ← Sum ⊕ EK (Ai ⊕ ∆)
if A∗ ̸= ε then
∆ ← ∆ ⊕ L∗
Sum ← Sum ⊕ EK (A∗ 10∗ ⊕ ∆)
return Sum

Figure 4: Definition of OCB3[E,τ ]. Here E : K × {0, 1}128 → {0, 1}n is a blockcipher and τ ∈ [0 .. 128] is
≤127

the tag length. Algorithms E and D are called with arguments K ∈ K, N ∈ {0, 1}

∗

, and M, C ∈ {0, 1} .

any ciphertext. Concretely, Checksum = M1 ⊕ M2 ⊕ Mm−1 ⊕ Mm 10∗ for a short final block, and
Checksum = M1 ⊕ M2 ⊕ Mm−1 ⊕ Mm for a full final block. The fact that you can get the same
Checksum for distinct final blocks is addressed by using different offsets in these two cases.
Incrementing offsets. In OCB1, each noninitial offset is computed from the prior one by xoring
some key-derived value; the ith offset is constructed by ∆ ← ∆⊕L[ntz(i)]. In OCB2, each noninitial
offset is computed from the prior one by multiplying it, again in GF(2128 ), by a constant: ∆ ←
(∆≪1)⊕(msb(∆)·135), an operation that has been called doubling. Not having to go to memory or
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∆ ← Inc $ (∆)
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∆
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∆
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T
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∆
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M*
∆

EK

∆ ← Inc $ (∆)

0*
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∆

∆

EK

EK

Pad

∆

∆

Final

Auth

∆
Tag

C1

C2

C3

C*

T
τ

∆ ← Init
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∆ ← Inc 1 (∆)

∆ ← Inc 2 (∆)

∆ ← Inc 3 (∆)

∆ ← Inc 1 (∆)
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A* 10*

∆
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EK

∆

∆
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EK
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∆

EK

∆

EK
Auth

Figure 5: Illustration of OCB3[E,τ ]. Again E : K × {0, 1}128 → {0, 1}n and τ ∈ [0 .. 128]. Top:
Message M has a full final block (|M4 | = n) (Checksum = M1 ⊕ M2 ⊕ M3 ⊕ M4 ). Middle: Message M has
a short final block, 1 ≤ |M∗ | < n (Checksum = M1 ⊕ M2 ⊕ M3 ⊕ M∗ 10∗ ). Bottom: An AD of three full
blocks (left) or two full blocks and one short one (right). Throughout: Offsets (the ∆-values) are updated
and used top-to-bottom, then left-to-right. Offset initialization and update functions (Init, Inci , Inc$ , Inc∗ )
return n-bit strings. Each flavor of increment is an xor with some precomputed, K-dependent value.
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attend to the index i, doubling was thought to be faster than the first method. In our experiments,
it is not. While doubling can be coded in five Intel x86-64 assembly instructions, it still runs more
slowly. In some settings, doubling loses big: it is expensive on 32-bit machines, and some compilers
do poorly at turning C/C++ code for doubling into machine code that exploits the available
instructions. On Intel x86, the 128-bit SSE registers lack the ability to be efficiently shifted one
position to the left. Finally, the doubling operation is not endian neutral: if we must create a
bit pattern in memory to match the sequence generated by doubling (and AES implementations
generally do expect their inputs to live in memory) we will effectively favor big-endian architectures.
We can trade this bias for a little-endian one by redefining double() to include a byteswap. But
one is still favoring one endian convention over the other, and not just at key-setup time. See
Appendix B for some of the alternatives to repeated doubling that we considered.
Further design issues. Unlike OCB1 and OCB2, each 128-bit block of plaintext is now processed in
the same way whether or not it is the final 128 bits. This change facilitates implementing a clean
incremental API, since one is able to output each 128-bit chunk of ciphertext after receiving the
corresponding chunk of plaintext, even if it is not yet known if the plaintext is complete.
All AD blocks can now be processed concurrently; in OCB2, the penultimate block’s output
was needed to compute the final block’s input, potentially creating pipeline stalls or inefficient use
of a blockcipher’s multi-block ECB interface. Also, each 128-bit block of AD is treated the same
way if it is or isn’t the message’s end, simplifying the incremental provisioning of AD.
We expect the vast majority of processors running OCB3 will be little-endian; still, the mode’s
definition does nothing to favor this convention. The issue arises each time “register oriented” and
“memory oriented” values interact. These are the same on big-endian machines, but are opposite on
little-endian ones. One could, therefore, favor little-endian machines by building into the algorithm
byte swaps that mimic those that would occur naturally each time memory and register oriented
data interact. We experimentally adapted our implementation to do this but found that it made
very little performance difference. This is due, first, to good byte reversal facilities on most modern
processors (eg, pshufb can reverse 16 bytes on our x86 in a single cycle). It is further due to the
fact that OCB3’s table-based approach for incrementing offsets allows for the table to be endianadjusted at key setup, removing most endian-dependency on subsequent encryption or decryption
calls. Since it makes little difference to performance, and big-endian specifications are conceptually
easier, OCB3 does not make any gestures toward little-endian orientation.
A low-level choice where OCB and GCM part ways is in the representation of field points. In
GCM the polynomial a127 x127 + · · · a1 x + a0 corresponds to string a0 . . . a127 rather than a127 . . . a0 .
McGrew and Viega call this the little-endian representation, but, in fact, this choice has nothing
to do with endianness. The usual convention on machines of all kinds is that the msb is the leftmost bit of any register. Because of this, GCM’s “reflected-bit” convention can result in extra
work to be performed even on Intel chips having instructions specifically intended for accelerating
GCM [12, 13]. Among the advantages of following the msb-first convention is that a left shift by
one can be implemented by adding a register to itself, an operation often faster than a logical shift.
Security of OCB3. First we provide our definitions. Let Π = (K, E, D) be an AE scheme. Given
$
EK (·,·,·) ⇒ 1] − Pr[A$(·,·,·) ⇒ 1]
an adversary (algorithm) A, we let Advpriv
Π (A) = Pr[K ← K : A
N,A
where queries of $(N, A, M ) return a uniformly random string of length |EK
(M )|. We demand
that A never asks two queries with the same first component (the N -value), that it never ask a
query outside of N × A × M, and that it never repeats a query. Next we define authenticity. For
$
EK (·,·,·) forges] where we say that the adversary forges if
that, let Advauth
Π (A) = Pr[K ← K : A
N,A
it outputs a value (N, A, C) ∈ N × A × C such that DK
(C) ̸= Invalid yet there was no prior
8

query (N, A, M ′ ) that returned C. We demand that A never asks two queries with the same first
component (the N -value), never asks a query outside of N × A × M, and never repeats a query.
−1
(A) = Pr[AEK (·), EK (·) ⇒ 1] −
When E : K × {0, 1}n → {0, 1}n is a blockcipher define Adv±prp
E
−1
Pr[Aπ(·), π (·) ⇒ 1] where K is chosen uniform from K and π(·) is a uniform permutation on
EK (·) ⇒ 1] − Pr[Aπ(·) ⇒ 1] by removing the decryption oracle.
{0, 1}n . Define Advprp
E (A) = Pr[A
The ideal blockcipher of blocksize n is the blockcipher Bloc[n] : K × {0, 1}n → {0, 1}n where each
key K names a distinct permutation.
The security of OCB3 is given by the following theorem. We give the result in its informationtheoretic form. Passing to the complexity-theoretic setting, where the idealized blockcipher Bloc[n]
is replaced by a conventional blockcipher secure as a strong-PRP, is standard.
Theorem 1 Fix n = 128, τ ∈ [0 .. n], and let Π = OCB3[E, τ ] where E = Bloc[n] is the ideal
blockcipher on n bits. If A asks encryption queries that entail σ total blockcipher calls, then
2 n
Advpriv
Π (A) ≤ 6 σ /2 . Alternatively, if A asks encryption queries then makes a forgery attempt
2 n
n−τ )/(2n − 1) .
that together entail σ total blockcipher calls, then Advauth
□
Π (A) ≤ 6σ /2 + (2
When we speak of the number of blockcipher calls entailed we are adding up the (rounded-up)
blocklength for all the different strings output by the adversary and adding in q + 2 (q =number
of queries), to upper-bound blockcipher calls for computing L∗ and the initial ∆ values. Main
elements of the proof are described in Section 4.

3

Experimental Results

Scope and codebase. We empirically study the software performance of OCB3, and compare this
with state-of-the-art implementations of GCM, which delivers the fastest previously reported AE
times. Both modes are further compared against CTR, the fastest privacy-only mode, which makes
a good baseline for answering how much extra one pays for authentication. Finally, we consider
CCM, the first NIST-approved AE scheme, and also OCB1 and OCB2, which are benchmarked to
show how the evolution of OCB has affected performance.
Intensively optimized implementations of CTR and GCM are publicly available for the x86.
Käsper and Schwabe hold the speed record for 64-bit code with no AES-NI, reporting peak rates
of 7.6 and 10.7 CPU cycles per byte (cpb) for CTR and GCM [22]. With AES-NI, developmental
versions of OpenSSL achieve 1.3 cpb for CTR [32] and 3.3 cpb for GCM.3 These various results
use different x86 chips and timing mechanisms. Here we use the Käsper-Schwabe AES, CTR, and
GCM, the OpenSSL CTR, CCM, and GCM, augment the collection with new code for OCB, and
compare performance on a single x86 and use a common timing mechanism, giving the fairest
comparison to date.
The only non-proprietary, architecture-specific non-x86 implementations for AES and GCM that
we could find are those in OpenSSL. Although these implementations are hand-tuned assembly, they
are designed to be timing-attack resistant, and are therefore somewhat slow. This does not make
comparisons with them irrelevant. OCB is timing-attack resistant too (assuming the underlying
blockcipher is), making the playing field level. We adopt the OpenSSL implementations for nonx86 comparisons and emphasize that timing-resistant implementations are being compared, not
versions written for ultimate speed.
3

Andy Polyakov, personal communication, August 27, 2010. The fastest published AES-NI time for GCM is
3.5 cpb on 8KB messages, from Gueron and Kounavis [13].
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The OCB1 and OCB2 implementations are modifications of our OCB3 implementation, and
therefore are similarly optimized. These implementations are in C, calling out to AES. No doubt
further performance improvements can be obtained by rewriting the OCB code in assembly.
Hardware and software environments. We selected five representative instruction-set architectures: (1) 32-bit x86, (2) 64-bit x86, (3) 32-bit ARM, (4) 64-bit PowerPC, and (5) 64-bit
SPARC. Collectively, these architectures dominate the workstation, server, and portable computing marketplace. The x86 processor used for both 32- and 64-bit tests is an Intel Core i5-650
“Clarkdale” supporting the AES-NI instructions. The ARM is a Cortex-A8. The PowerPC is
a 970fx. The SPARC is an UltraSPARC IIIcu. Each runs Debian Linux 6.0 with kernel 2.6.35 and
GCC 4.5.1. Compilation is done with -O3 optimization, -mcpu or -march set according to the host
processor, and -m64 to force 64-bit compilation when needed.
Testing methodology. The number of CPU cycles needed to encrypt a message is divided by
the length of the message to arrive at the cost per byte to encrypt messages of that length. This is
done for every message length from 1 to 1024 bytes, as well as 1500 and 4096 bytes. So as not to have
performance results overly influenced by the memory subsystem of a host computer, we arrange
for all code and data to be in level-1 cache before timing begins. Two timing strategies are used:
C clock and x86 time-stamp counter. In the clock version, the ANSI C clock() function is called
before and after repeatedly encrypting the same message, on sequential nonces, for a little more
than one second. The clock difference determines how many CPU cycles were spent on average per
processed byte. This method is highly portable, but it is time-consuming when collecting an entire
dataset. On x86 machines there is a “time-stamp counter” (TSC) that increments once per CPU
cycle. To capture the average cost of encryption—including the more expensive OCB3 encryptions
that happen once every 64 calls—the TSC is used to time encryption of the same message 64 times
on successive counter-based nonces. The TSC method is not portable, working only on x86, but is
fast. Both methods have their potential drawbacks. The clock method depends on the hardware
having a high-resolution timer and the OS doing a good job of returning the time used only by
the targeted process. The TSC read instruction might be executed out of order, in some cases it
has high latency, and it continues counting when other processes run.4 In the end, we found that
both timing methods give similar results. For example, in the eighteen x86 test runs done for this
paper, the Internet Performance Index values computed by the two methods varied by no more
than 0.05 cpb 10 times, no more than 0.10 cpb 15 times, and no more than 0.20 cpb all 18 times.
Results. Summary findings are presented in Figures 2, 3, and 6. On all architectures and message
lengths, OCB3 is significantly faster than GCM and CCM. Except on very short messages, it
is nearly as fast as CTR. On x86, GCM’s most competitive platform, OCB3’s authentication
overhead (its cost beyond CTR encryption) is 4–16%, with or without AES-NI, on both an Internet
Performance Index (IPI)5 and 4KB message length basis. In all our tests, CCM never has IPI or
4KB rates better than GCM, coming close only when small registers make GCM’s multiplications
expensive, or AES-NI instructions speed CCM’s block encipherments. Results are similar on other
4
To lessen these problems we read the TSC once before and after encrypting the same message 65 times, then
read the TSC once before and after encrypting the same message once more. Subtracting the second timing from the
first gives us the cost for encrypting the message 64 times, and mitigates the out-of-order and latency problems. To
avoid including context-switches, we run experiments multiple times and keep only the median timing.
5
The IPI is a weighted average of timings for messages of 44 bytes (5%), 552 bytes (15%), 576 bytes (20%), and
1500 bytes (60%) [31]. It is based on Internet backbone studies from 1998. We do not suggest that the IPI reflects a
contemporary, real-world distribution of message lengths, only that it is useful to have some metric that attends to
shorter messages and those that are not a multiple of 16 bytes. Any metric of this sort will be somewhat arbitrary
in its definition.
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x86-64 AES-NI

x86-32 AES-NI

x86-64 Käsper-Schwabe

Mode

T4K TIPI Size Init

Mode

T4K TIPI Size Init

Mode

T4K TIPI Size Init

CCM
GCM
OCB1
OCB2
OCB3
CTR

4.17
3.73
1.48
1.80
1.48
1.27

CCM
GCM
OCB1
OCB2
OCB3
CTR

4.18
3.88
1.60
1.79
1.59
1.39

GCM
GCM-8K
OCB1
OCB2
OCB3
CTR

22.4
10.9
8.28
8.55
8.05
7.74

4.57
4.53
2.08
2.41
1.87
1.37

512
656
544
448
624
244

265
337
251
185
253
115

ARM Cortex-A8

4.70
4.79
2.22
2.42
2.04
1.52

512
656
544
448
624
244

274
365
276
197
270
130

PowerPC 970

26.7
15.2
13.4
13.6
9.24
8.98

1456
9648
3008
2912
3088
1424

3780
2560
3390
3350
3480
1180

UltraSPARC III

Mode

T4K TIPI Size Init

Mode

T4K TIPI Size Init

Mode

T4K TIPI Size Init

CCM
GCM
OCB1
OCB2
OCB3
CTR

51.3
50.8
29.3
28.5
28.9
25.4

CCM
GCM
OCB1
OCB2
OCB3
CTR

75.7
53.5
38.2
38.1
37.5
37.5

CCM
GCM
OCB1
OCB2
OCB3
CTR

49.4
39.3
25.5
24.8
25.0
24.1

53.7
53.9
31.5
31.8
30.9
25.9

512
656
672
576
784
244

1390
1180
1920
1810
1890
236

77.8
56.2
41.0
41.1
39.6
37.8

512
656
672
576
784
244

1510
1030
2180
2110
2240
309

51.7
41.5
27.7
27.0
26.5
24.4

512
656
672
576
784
244

1280
904
1720
1700
1730
213

Figure 6: Empirical performance of AE modes. For each architecture we give time to encrypt 4KB
messages (in CPU cycles per byte), time to encrypt a weighted basket of message lengths (IPI, also in cpb),
size of the implementation’s context (in bytes), and time to initialize key-dependent values (in CPU cycles).
Next we graph the same data, subtracting the CTR time and dropping the curves for OCB1 and OCB2,
which may be visually close to that of OCB3. The CCM and GCM curves are visually hard to distinguish
in the x86-64 AES NI, x86-32 AES NI, and ARM Cortex-A8 graphs.
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architectures. The overhead of OCB3 does not exceed 12% that of GCM or CCM on PowerPC or
SPARC, or 18% on ARM, when looking at either IPI or 4KB message encryption rates.
To see why OCB3 does so well, consider that there are four phases in OCB3 encryption: initial
offset generation, encryption of full blocks, encryption of a partial final block (if there is one), and
tag generation. On all but the shortest messages, full-block processing dominates overall cost per
byte. Here OCB3, and OCB1, are particularly efficient. An unrolled implementation of, say, four
blocks per iteration, will have, as overhead on top of the four blockcipher calls and the reads and
writes associated to them: 16 xor operations (each on 16-byte words), 1 ntz computation, and
1 table lookup of a 16-byte value. On x86, summing the latencies of these 18 operations—which
ignores the potential for instruction-level parallelism (ILP)—the operations require 23 cycles, or
0.36 cpb. In reality, on 64-bit x64 using AES-NI, we see CTR taking 1.27 cpb on 4KB messages
while OCB3 uses 1.48, an overhead of 0.21 cpb, the savings coming from the ILP.
Short messages are optimized for too. When there is little or no full-block processing, it is
the other three phases of encryption that determine performance. One gets a sense of the cost of
these—initial offset generation, encryption of a partial final block, and tag generation—by looking
at the cost to encrypt a single byte. On x86, OpenSSL’s AES-NI based CTR implementation does
this in 86 cycles, while CCM, GCM, and OCB3 use 257, 354, and 249 cycles, respectively. CCM
remains competitive with OCB3 only for very short strings. On 64-bit x86 without AES-NI, using
Käsper-Schwabe’s bit-sliced AES that processes eight blocks at once, OCB3’s performance lead is
much greater, as its two blockcipher calls can be computed concurrently, unlike CCM and GCM.
In this scenario, single-byte encryption rates for CCM, GCM, OCB3, CTR are 2600, 2230, 1080,
1010 cycles. On the other three architectures we see the following single-byte encryption times for
(CCM, GCM, OCB3; CTR): ARM (1770, 1950, 1190; 460), PowerPC (2520, 1860, 1450; 309), and
SPARC (1730, 1520, 1770; 467).
With hardware support making AES very cheap, authentication overhead becomes more prominent. AES-NI instructions enable AES-128 throughput of around 20 cycles per block. VIA’s xcrypt
assembly instruction is capable of 10 cycles per block on long ECB sequences [38]. Speeds like these
can make authentication overhead more expensive than encryption. With the Käsper-Schwabe code
(no AES-NI), for example, on an IPI basis, OCB3 overhead is only 3% of encryption cost, but under AES-NI it rises to 27%. Likewise, GCM overhead rises from 41% to 70%. One might think
CCM would do well using AES-NI since its overhead is mostly blockcipher calls, but its use of
(serial) CBC for authentication reduces AES throughput to around 60 cycles per block, causing
authentication overhead of about 70%.6
A processor with AES-NI provides a nearly ideal environment for OCB3: there are sixteen
16-byte registers available for caching recently used values, performing xor operations, and these
registers also provide the interface for AES calls. The assembly produced by GCC for the fullblock processing loop was able to keep all values in registers except for AES round keys, resulting
in exceptional performance. When not using AES-NI on x86, overhead increases slightly due to
function-call overhead and the use of a memory-based interface for AES. On 64-bit x86 using
Käsper-Schwabe’s AES implementation, OCB3 costs 0.36 cpb more than CTR. We see similar
results on PowerPC and SPARC. OCB3 has higher overhead on ARM due to its small register set,
but still has an overhead 1/7th that of GCM.
6

Intel released their Sandy Bridge microarchitecture January 2011, too late for a thorough update of this paper.
Sandy Bridge increases both AES throughput and latency. Under Sandy Bridge, OCB and CTR will be substantially
faster (likely under 1.0 cpb on long messages) because their work is dominated by parallel AES invocations. GCM
will be just a little faster because most of its time is spent in authentication, which does not benefit from Sandy
Bridge. CCM will be slower because longer latencies negatively affect CBC authentication.
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As expected, OCB1 and OCB3 long-message performance is the same due to having identical
full-block processing. OCB2 is slower on long messages on all tested platforms but SPARC (computing ntz is slow on SPARC). With a counter-based nonce, OCB3 computes its initial encryption
offset using a few bitwise shifts of a cached value rather than generating it with a blockcipher as
both OCB1 and OCB2 do. This results in significantly improved average performance for encryption of short messages. The overall effect is that on an IPI basis on, say, 64-bit x86 using AES-NI,
OCB3’s authentication overhead is only 65% of that for OCB1 and only 40% of that for OCB2.
When the provided nonce is not a counter, OCB3 performance is, in most of our test environments,
indistinguishable from that of OCB1.

4

Proof of Security for OCB3

We describe three elements in the proof of OCB3’s security: (1) the new xor-universal hash function
it employs; (2) the definition and proof for a simple TBC (tweakable blockcipher) based generalization of OCB3; and (3) the proof that the particular TBC used by OCB3 is good.

4.1

Stretch-then-Shift Universal Hash

A new hash function H underlies the mapping of the low-order bits of the nonce to a 128-bit string
(lines 108, 110, and 111 of Figure 4). While an off-the-shelf hash would have worked alright, we
were able to do better for this step. We start with the needed definitions.
Definition. Let K be a finite set and let H : K × X → {0, 1}n be a function. We say that H
is strongly xor-universal if for all distinct x, x′ ∈ X we have that HK (x) ⊕ HK (x′ ) is uniformly
distributed in {0, 1}n and, also, HK (x) is uniformly distributed in {0, 1}n for all x ∈ X . The first
requirement is the usual definition for H being xor-universal; the second we call universal-1.
The technique. We aim to construct strongly xor-universal hash-functions H : K × X → {0, 1}n
where K = {0, 1}128 , X = [0 .. domSize − 1], and n = 128. We want domSize to be at least
some modest-size number, say domSize ≥ 64, and intend that computing HK (x) be almost as
fast as doing a table lookup. Fast computation of H should not require any large table, nor the
preprocessing of K. Our desire for extreme speed in the absence of preprocessing and big tables
rules out methods based on GF(2128 ) multiplication, the obvious first attempt.
The method we propose is to stretch the key K into a longer string stretch(K), and then extract
its bits x + 1 to x + 128. Symbolically, HK (x) = (stretch(K))[x + 1 .. x + 128] where S[a .. b] denotes
bits a through b of S, indexing beginning with 1. Equivalently, HK (x) = (stretch(K)≪x)[1 .. 128].
We call this a stretch-then-shift hash.
How to stretch K? It seems natural to have stretch(K) begin with K, so let’s assume that
stretch(K) = K ∥ s(K) for some function s. It’s easy to see that s(K) = K and s(K)≪c won’t
work, but s(K) = K ⊕(K≪c), for some constant c, looks plausible for accommodating modest-sized
domain. We now demonstrate that, for well-chosen c, this function does the job.
c (x) = (Stretch≪x)[1 .. 128] where
Analysis. To review, we are considering the hash functionsHK
Stretch = stretch(K) = K ∥ (K ⊕ (K≪c)) and c ∈ [0 .. 127]. We’d like to know the maximal value
of domSize for which HK (x) is xor-universal on the domain X = [0 .. domSize(c)−1]. This can be
calculated by( a )
computer program, as we now explain. Fix c and consider the 256 × 128 entry
I
matrix A =
where I is the 128 × 128 identity matrix and J is the 128 × 128-bit matrix for
J
which Jij = 1 iff j = i or j = i + c. Let Ai denote the 128 × 128 submatrix of A that includes
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c
1 2 3 4 5 6 7 8
9 10 11 12 13 14 15 16 17 18 19 20
domSize(c) 3 15 7 3 124 7 3 85 120 3 118 63 3 31 63 3 7 31 3 7
c
Figure 7: Stretch-then-shift hash. Largest X = [0 .. domSize(c)−1] s.t. HK
(x) = (Stretch(K)≪x)[1 .. 128]
128

is strongly xor-universal when c ∈ [1 .. 16], K ∈ {0, 1}

, x ∈ X , and Stretch(K) = K ∥ (K ⊕ (K≪c)).

c (x) = A
only A’s rows i to i + 127. Then HK
x+1 K, the product in GF(2) of the matrix Ai+1
and the column vector K. Let Bi,j = Ai + Aj be the indicated 128 × 128 matrix, the matrix
sum over GF(2). We would like to ensure that, for arbitrary 0 ≤ i < j < domSize(c) and a
c (i) + H c (j) is uniform—which is to say that
uniform K ∈ {0, 1}128 that the 128-bit string HK
K
Ai+1 K + Aj+1 K = (Ai+1 + Aj+1 )K = Bi+1,j+1 K is uniform. This will be true if and only if Bi,j
is invertible in GF(2) for all 1 ≤ i < j ≤ domSize(c). Thus domSize(c) can be computed as the
largest number domSize(j) such that Bi,j is full rank, over GF(2), for all 1 ≤ i < j ≤ domSize(j).
Recalling the universal-1 property we also demand that Ai have full rank for all 1 ≤ i ≤ domSize(c).
Now for any c, the number of matrices Ai,j to consider is at most 213 , and finding the rank in GF(2)
of that many 128 × 128 matrices is a feasible calculation.
Our results are tabulated in Figure 7. The most interesting cases are H 5 and H 8 , which are
strongly xor-universal on X = [0 .. 123] and X = [0 .. 84], respectively. We offer no explanation for
why these functions do well and various other H c do not. As both H 5 and H 8 work on [0 .. 63] we
select the latter map for use in OCB3 and single out the following result:

Lemma 1 Let H : {0, 1}128 × [0 .. 63] → {0, 1}128 be defined by HK (x) = (Stretch≪x)[1 .. 128]
where Stretch = K ∥ (K ⊕ (K≪8)). Then H is strongly xor-universal.
□
Efficiency. On 64-bit computers, assuming K ∥ (K ⊕(K≪8)) is precomputed and in memory, the
value of HK (x) can be computed by three memory loads and two multiprecision shifts, requiring
fewer than ten cycles on most architectures. If only K is in memory then the first 64 bits of
K ⊕ (K≪8) can be computed with three additional assembly instructions. In the absence of a
preprocessed table or special hardware-support, a method based on GF(2128 ) multiplies would not
fare nearly as well.
c values requires a single extended-precision shift, making stretch-thenComputing successive HK
shift a reasonable approach for incrementing offsets. Unfortunately, it is not endian-neutral.

4.2

The TBC-Based Generalization of OCB3

Following the insight of Liskov, Rivest, and Wagner [28], OCB3 can be understood as an instantiation of an AE scheme that depends on a tweakable blockcipher (TBC). This is a deterministic
e having signature E
e : K × T × {0, 1}n → {0, 1}n where K and T are sets and n ≥ 1 is a
algorithm E
e T (·) = E(K,
e
number—the key space, tweak space, and blocklength, respectively. We require E
T, ·)
K
−1
e
e
be a permutation for all K ∈ K and T ∈ T . Write D = E for the map from K × T × {0, 1}n
e T (Y ) = D(K,
e
e T (X) = Y . The ideal
to {0, 1}n defined by D
T, Y ) being the unique X such that E
K
K
TBC for a tweak set T and blocksize n is the blockcipher Bloc[T , n] : K × T × {0, 1}n → {0, 1}n
where the keys name distinct permutations for each tweak T . For T = T ± ∪ T + , T ± ∩ T + = ∅,
−1
$
e
e
prp[T ± ]
let Adv e
(A) = Pr[K ← K : AE K (·,·), DK (·,·) ⇒ 1] − Pr[Aπ(·,·), π (·,·) ⇒ 1] where π is chosen
E
uniformly from Bloc[T , n] and adversary A is only allowed to ask decryption queries (T, Y ) with
prp[T ]
prp[∅]
T ∈ T ± . Write Adv±prp
(A) for Adv e
(A) and Advprp
(A). Our definition
e
e (A) for Adv e
E
E

E
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E

N, A
algorithm EK
(M )
if N ̸∈ N then return Invalid
M1 · · · Mm M∗ ← M where each
|Mi | = n and |M∗ | < n
Checksum ← 0n , C∗ ← ε
for i ← 1 to m do
e N i (Mi )
Ci ← E
K
Checksum ← Checksum ⊕ Mi
e N m $ (Checksum)
if M∗ = ε then Final ← E
K
N m∗ n
e
else Pad ← E K
(0 )
C∗ ← M∗ ⊕ Pad[1 .. |M∗ |]
Checksum ← Checksum ⊕ M∗ 10∗
e N m ∗ $ (Checksum)
Final ← E
K
Auth ← HashK (A)
Tag ← Final ⊕ Auth
T ← Tag[1 .. τ ]
return C1 · · · Cm C∗ ∥ T

101
102
103
104
105
106
107
108
109
111
111
112
113
114
115
116
117

201
202
203
204
205
206
207
208
209
211
211
212
213
214
215
216
217
218

N,A
algorithm DK
(C)
if N ̸∈ N or |C| < τ then return Invalid
C1 · · · Cm C∗ T ← C where each
|Ci | = n, |C∗ | < n, and |T | = τ
Checksum ← 0n , M∗ ← ε
for i ← 1 to m do
e N i (Ci )
Mi ← D
K
Checksum ← Checksum ⊕ Mi
e N m $ (Checksum)
if C∗ = ε then Final ← E
K
N m∗ n
e
else Pad ← E K
(0 )
M∗ ← C∗ ⊕ Pad[1 .. |C∗ |]
Checksum ← Checksum ⊕ M∗ 10∗
e N m ∗ $ (Checksum)
Final ← E
K
Auth ← HashK (A)
Tag ← Final ⊕ Auth
T ′ ← Tag[1 .. τ ]
if T = T ′ then return M1 · · · Mm M∗
else return Invalid

algorithm HashK (A)
Sum ← 0n
A1 · · · Am A∗ ← A for |Ai | = n, |A∗ | < n
for i ← 1 to m do
e i (Ai )
Sum ← Sum ⊕ E
K
if A∗ ̸= ε then
e m ∗ (A∗ 10∗ )
Sum ← Sum ⊕ E
K
return Sum

301
302
303
304
305
306
307
308

e ]. Here E
e : N × T × {0, 1}n → {0, 1}n is a tweakable blockcipher
Figure 8: Definition of ΘCB3[E,τ
e τ ] for an appropriately chosen E.
e
and τ ∈ [0 .. n] is the tag length. We have that OCB3[E, τ ] = ΘCB3[E,

unifies PRP and strong-PRP security, allowing forward queries for all tweaks and backwards queries
for those in T ± . A conventional blockcipher can be regarded as a TBC with a singleton tweak space.
The ΘCB3 scheme. Fix an arbitrary set of nonces N ; for concreteness, say N = {0, 1}<128 .
Define from this set the corresponding tweak space T by way of
T

= N ×N1 ∪ N ×N0 ×{∗} ∪ N ×N0 ×{$} ∪ N ×N0 ×{∗$} ∪ N1 ∪ N0 ×{∗}

where N1 and N0 are the positive and nonnegative integers, respectively. Tweaks, it can be seen,
are of six mutually exclusive “types.” Tweaks of the first type are in the set T ± = N ×N1 . Omite N i (X), E
e N i ∗ (X),
ting parenthesis and commas when writing tweaks, TBC calls will look like E
K
K
n
e N i $ (X), E
e N i ∗ $ (X), E
e i (X), or E
e i ∗ (X). Now given such a TBC E
e : K × T × {0, 1} → {0, 1}n
E
K
K
K
K
e τ ] = (K, E, D) as
and given a tag length τ ∈ [0 .. n], we construct the AE scheme Π = ΘCB3[E,
defined in Figure 8. The scheme’s nonce space is N , the message space is M = {0, 1}∗ , the AD
space is A = {0, 1}∗ , and the ciphertext space is C = {0, 1}≥τ . The scheme is illustrated in Figure 9.
We now describe the security of ΘCB3 when using an ideal TBC. The proof is given in
Appendix A.1.
e τ ] where E
e = Bloc[T , n] : K × T × {0, 1}n → {0, 1}n is ideal. Let A
Lemma 2 Let Π = ΘCB3[E,
priv
n−τ )/(2n − 1).
be an adversary. Then AdvΠ (A) = 0 and Advauth
□
Π (A) ≤ (2
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Figure 9: Illustration of ΘCB3. The scheme depends on tweakable blockcipher Ee : N×T ×{0, 1}n → {0, 1}n

and tag length τ ∈ [0 .. n]. The top figure shows the treatment of a message M having a full final block
(|M4 | = n) (Checksum = M1 ⊕ M2 ⊕ M3 ⊕ M4 ) while the middle picture shows the treatment of a message M
having a short final block (1 ≤ |M∗ | < n) (Checksum = M1 ⊕ M2 ⊕ M3 ⊕ M∗ 10∗ ). The bottom-left picture
shows the processing of a three-block AD; on bottom-right, an AD with two full blocks and a short one.
e τ ] for a particular TBC E
e = Tw[E] constructed from E.
Algorithm OCB3[E, τ ] coincides with ΘCB3[E,
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Ni
eK
E
(X) = EK (X ⊕ ∆) ⊕ ∆ with ∆ = Initial
N
i
∗
e K (X) = EK (X ⊕ ∆)
E
with ∆ = Initial
N i$
e
E K (X) = EK (X ⊕ ∆)
with ∆ = Initial
N i∗$
e
EK
(X) = EK (X ⊕ ∆)
with ∆ = Initial
i
eK
E
(X) = EK (X ⊕ ∆)
i
∗
e K (X) = EK (X ⊕ ∆)
E

with ∆ = λi L
with ∆ =

λ∗i

L

⊕ λi L

for i ≥ 1

⊕

λ∗i

L

for i ≥ 0

⊕

λ$i

L

for i ≥ 0

⊕

λ∗$
i

L

for i ≥ 0
for i ≥ 1
for i ≥ 0

where
Nonce = 0127−|N | 1 N
Top = Nonce ∧ 1122 06
Bottom = Nonce ∧ 0122 16
Ktop = EK (Top)
(
)
Stretch = Ktop ∥ Ktop ⊕ (Ktop≪8)
Initial = (Stretch ≪ Bottom)[1..128]

L = EK (0128 )
λi = 4 a(i)
λ∗i = 4 a(i) + 1
λ$i = 4 a(i) + 2
λ∗$
i = 4 a(i) + 3
a(0) = 0 //Grey code seq 0, 1, 3, 2, 6, 7, 5, 4, 12, . . .
a(i) = a(i − 1) ⊕ 2ntz(i) if i ≥ 1

Figure 10: Definition of Ee = Tw[E], the tweakable blockcipher built from E.

4.3

Instantiating the TBC

Continuing to assume that n = 128 and N = {0, 1}<n , map each blockcipher E : K × {0, 1}n →
e = Tw[E], E
e : K × T × {0, 1}n → {0, 1}n , where T = N ×N1 ∪ N ×N0 ×
{0, 1}n to the TBC E
{∗} ∪ N ×N0 ×{$} ∪ N ×N0 ×{∗$} ∪ N1 ∪ N0 ×{∗} by the construction of Figure 10. There,
multiplication is in GF(2128 ) using the irreducible polynomial x128 +x7 +x7 +x2 +x+1. We use the
standard facts on the Gray code sequence a : N0 → N0 that it is a permutation and 0 ≤ a(i) ≤ 2i.
120 , 0 ≤ j ≤ 2120 } are distinct and
It follows that coefficients Λ = {λi , λ∗j , λ$j , λ∗$
j : 1 ≤ i ≤ 2
128
nonzero points of GF(2 ). The reader can check that OCB3[E, τ ] = ΘCB3[Tw[E], τ ].
e = Tw[E] is a good TBC if E is a good
Security of the constructed TBC. We show that E
blockcipher. In formalizing this, forward queries may be asked throughout T , but backwards queries
eN i.
must be of the form E
K
e = Tw[E], the
Lemma 3 Let n = 128 and let E = Bloc[n] be the ideal blockcipher on n bits. Let E
±
tweak space being T , and let T = N ×N1 . Let A be an adversary that asks at most q queries, non
prp[T ± ]
employing an i-value in excess of 2120 . Then Adv e
(A) ≤ 6q 2 /2n .
□
E

The proof of the lemma is in Appendix A.2. Combining it with Lemma 2 gives Theorem 1.
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Postponed Proofs
Proof of Lemma 2

eN j , E
eN j $, E
eN j ∗, E
eN j ∗ $, E
e j and E
ej∗
Consulting Figure 9 may help. Keep in mind that each E
K
K
K
K
K
K
is a random permutation on n bits. These permutations are all independent. To emphasize that
eK .
these are random permutations we write π in place of E
Privacy. During the adversary’s attack it asks queries (N 1 , A1 , M 1 ), . . . , (N q , Aq , M q ). Since the
i
N i -values must be distinct each permutation π N ··· is used at most once. We are thus applying
independent random permutations to a single point, so all of the outputs are uniformly random
and independent. Now in three of the four cases—π N j $ , π N j ∗ , and π N j ∗ $ —the permutation’s
output is not returned to the adversary, but is, instead, either xored with Authi (then truncated
to τ bits) or xored it with M∗i 0∗ (then truncated to |M∗i | bits). Either way, the result remains
i
uniform and independent of all other outputs, as M i + ∗, Authi , and τ are independent of the π N ···
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values. We conclude that the result from the adversary’s ith query is a uniformly random string of
length |M i | + τ , independent of all other query responses. This implies that the adversary’s privacy
advantage is zero.
Authenticity. Before we launch into proving authenticity, consider the following simple game,
which we call game G. Suppose that you know that an n-bit string X is not some particular
value X0 . All of the 2n − 1 other values are equally likely. Then your chance of correctly predicting
the τ -bit prefix of X is at most 2n−τ /(2n − 1). That’s because the best strategy is to guess any
τ -bit string other than the τ -bit prefix of X0 . The probability of being right under this strategy is
2n−τ /(2n − 1). We will use this fact in the sequel.
Now suppose that the adversary asks a sequence of queries (N 1 , A1 , M 1 ), . . . , (N q , Aq , M q )
i Mi
i
or M i = M1i · · · Mm
and then makes its forgery attempt (N, A, C). Let M i = M1i · · · Mm
∗
i
i
be the message queries, let Ai = Ai1 · · · Aiai or Ai = Ai1 · · · Aiai Ai∗ be the AD queries, and so
on, superscripts being used to indicate the query number. Let (N, A, C) be the forgery attempt,
C = C ∥ T , C = C1 · · · Cc or C = C1 · · · Cc C∗ , and so on, absent superscripts indicating that the
quantity in question belongs to the attempted forgery. We distinguish the following cases for the
forgery attempt:
(1)

(2)

(3)
(4)

Suppose N ∈
/ {N 1 , . . . , N q }. Then the adversary needs to find the correct value of T =
π N ··· (Checksum) ⊕ Auth but has seen no image π N ··· ( ). The chance that the adversary can
do this is clearly 2−τ .
Suppose N = N i and one of C i and C has length divisible by n, but the other does not. We
may ignore queries other than the ith since the responses to such queries are unrelated to the
adversary’s task of producing a valid ciphertext (N, A, C) with N = N i . We may ignore the
values Authi and Auth, even allowing the adversary to know or to select these strings. As
with (1), the adversary needs to find the correct value of T but has seen no image for the
relevant random permutation: it needs to guess an Auth ⊕ π N c ∗ $ ( ) value but no π N c ∗ $ has
been used; or else it needs to guess an Auth ⊕ π N c $ ( ) value but no π N c $ has been used. The
chance that the adversary can forge in this case is at most 2−τ .
Suppose N = N i , mi ̸= c, and either C i and C both have length divisible by n or neither C i
nor C have length divisible by n. This is like case (2).
Suppose N = N i , Ai ̸= A. We may ignore queries other than the ith since the responses to
such queries are unrelated to the adversary’s task at hand. Having made this simplification—
the adversary asks a single (N i , Ai , M i ) query and must then forge using the same nonce
but a different AD—suppose that we provide the adversary with all the π N ··· permutations.
Even then the adversary will have small chance to produce a valid forgery. To forge in this
setting the adversary’s job amounts to guessing the first τ bits of Auth. The only relevant
information it has for doing this is the first τ bits of Authi . Suppose we give the adversary
all of Authi instead. A case analysis is needed. If the adversary selects A but not Ai to have
a multiple of n bits, or it selects Ai but not A to have a multiple of n bits, then its chance
to guess the first τ bits of Auth will be 2−τ . Otherwise, if the adversary selects a ̸= ai then
its chance to guess the first τ bits of Auth will again be 2−τ . Otherwise we are in the setting
where a = ai and both A and Ai are multiples or else non-multiples of n bits. The two cases
are similar; assume the former. Since Ai ̸= A we know that they differ on some particular
block, say Aij ̸= Aj . Then even if we give the adversary π k for all k ̸= j, and give it π j (Aij )
as well, still the adversary will not be able to do well at guessing π j (Aj ), and therefore it will
not be able to do well at guessing Auth = ⊕aj=1 π j (Aj ). Namely, we are now in the setting of
game G, and the adversary’s chance to succeed is 2n−τ /(2n − 1).
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(5)

(6)

A.2

Suppose N = N i , A = Ai , m = c, and |M i | = |C i | = |C| are divisible by n. We may again ignore
the queries other than the ith . For simplicity, imagine that we reveal to the adversary π j
and π j ∗ , so Auth and Authi are adversarially known. If the forgery attempt has the form
(N, A, C i ∥ T i ) where C i = C then the adversary’s chance of forging is zero: the adversary is
not allowed to repeat a known (N i , Ai , Ci ) verbatim, and changing T from T i will make this
forgery attempt incorrect. We may therefore assume that the forgery attempt is (N, A, C i ∥ T i )
where C i ̸= C, say Cji ̸= Cj for some particular j ∈ [1 .. m]. The changed Cj makes the
corresponding Mj is almost unpredictable; all that is known of it is that it is not Mji , but
all remaining 2n − 1 possibilities are equally likely. Even if we provide the adversary all
M1 , . . . , Mm except Mj , this means that the Checksum will be any of 2n − 1 values, all equally
likely. Even if we make π N m $ public, its output, Final, will be any of 2n − 1 values, all
equally likely. We are again in the setting of game G, and the adversary’s chance to win is
2n−τ /(2n − 1).
Suppose N = N i , A = Ai , m = c, and |M i | = |C i | = |C| are not divisible by n. We proceed as in
case (5), but must distinguish the following: Cji ̸= Cj for some j ∈ [1 .. m], or else Cji = Cj for
all j ∈ [1 .. m], but C∗i ̸= C∗ . The first of these subcases proceeds as with case (5), so assume
the second. We may this time provide the adversary all π N i and π N i ∗ values, so that the
adversary will in fact know Checksumi and Checksum, which are necessarily distinct. (Here
it is important that we used 10∗ -padding for in the contribution of M∗ to the Checksum).
The adversary can be assumed to know all of Finali , but still its chance to predict the image
of Checksum will be at most 2n − 1, and, by game G, its ability to predict the first τ bits of
Final, and thus T is 2n−τ /(2n − 1).

Proof of Lemma 3

We generalize the adversary’s capabilities in attacking Tw[E]; see Figure 11 for the construceK . The adversary, which we still refer to as A,
tion we’ll call TW. There we write π instead E
may now ask queries we’ll refer to as being of TYPE-1, TYPE-2, TYPE-3a, TYPE-3b. In
other words, the adversary’s queries may take any of the forms (1, W, λ), (2, W, Top, Bottom, λ),
(3a, W, Top, Bottom, λ), or (3b, Z, Top, Bottom, λ). We insist that the adversary not ask a query
with Top = 0 (we stop to distinguish field points and the corresponding strings) and we demand
that any λ ∈ GF(2n ) asked in a query is used only for queries of one numeric TYPE (it’s fine to use
the same λ in queries of TYPE-3a and 3b). The adversary may not repeat queries nor ask a query
with a trivially known answer (a TYPE-3b query following the corresponding TYPE-3a query, or
the other way around). Working in GF(2n ), we sometimes write xor as addition.
As the adversary asks its queries the mechanism makes what we will call internal queries to
the random-permutation π. For example, the adversary’s TYPE-1 query of (W, λ) results in an
internal type-1 query of X. The internal queries come in two flavors, direct and indirect, as show in
Figure 11. Note that the total number of internal queries resulting from the adversary’s q queries is
at most σ = 2q+1. The hash function H that we use to compute Initial is the map defined and and
proven secure in Lemma 1. That said, any strongly xor-universal hash function with the needed
domain and range will do. It is important to understand that all of the abilities present in a “real”
adversary attacking Tw[E] are also represented in the abilities of an adversary attacking TW[E]
we have now described.
We aim to show A will get small advantage in attacking TW. The proof involves a game-playing
argument followed by a case analysis of some collision probabilities. We begin with a game 1 that
perfectly simulates the TW-construction. As the adversary A asks queries the game grows the
permutation π in the usual way, preparing each input for π or π −1 exactly as would TW. The
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∆
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Figure 11: The TW construction. The adversary’s queries (TYPE 1, 2, 3a, 3b) result in internal queries
that are either direct (type 1, 2, 3a, 3b) or indirect (type A, B). The proof of Lemma 3 hinges on establishing
the rarity of nontrivial collisions among the inputs or outputs of π.

responses to type-A and B queries are stored and looked up as needed. In game 2 we return, in
response to each internal query π or π −1 , a freshly minted uniformly random point of GF(2n ).
Note that this results in values returned to the adversary that are, likewise, uniformly random. In
game 3 we perfectly simulate an ideal tweakable blockcipher π
e (with the right domain and tweak
space). By the “switching lemma” the advantage of A in distinguishing games 2 and 3 is at most
0.5 q(q−1)/2n , so we must only bound the gap between games 1 and 2.
In game 1, consider answering each internal query by uniformly sampling from {0, 1}n and,
hopefully, returning that sample. If we have already used our speculatively generated return value
set a flag bad and re-sample from the co-range (for π-queries) or co-domain (for π −1 queries). The
above bad-setting events occur with probability at most 0.5 σ(σ−1)/2n .
When an internal query clashes with any prior commitment made then, to accurately play
game 1, we must answer the query according to the prior commitment. Assume we do so, and then
set bad. Call these bad-setting events collisions. We can write games 1 and 2 so as to be identical
until bad is set, so we have only to bound the probability of collisions in game 2, the version where
we uniformly sample for responding to internal queries. Note that game 2 maintains the invariant
that values returned to the adversary are independent of the values L and Initial selected internally.
Because of this, we can simplify the temporal aspect of the game and replace it by an alternative
one in which the adversary chooses all TBC queries, and their responses, at the beginning. Then
we make the indirect queries that determine L and Initial, and determine if a collision has occurred.
Excising adaptivity in such a manner has been illustrated in much prior work.
Any potential collision event—eg, the 20th internal query colliding with the 6th —can be summarized by writing something like Coll(3a, 1), interpreted as saying that first there was a type-3a
internal query (W, Top, Bottom, λ), which generated a π-input of X (its value to be determined)
and an adversarially-known response Z, and then the adversary asked a type-1 query of (W ′ , λ′ ),
which gave rise to a π-input of X ′ (value to be determined), and an adversarially-known response
of Y ′ . Now we make the underlying type-A and type-B queries and it so happens that X = X ′ .
Such an event is unlikely since it implies that W + Initial + λL = W ′ + λ′ L, and Initial is uniform
and independent of all other values named in the formula: we select the type-B output Ktop of π
uniformly at random, and H is universal-1, making HKtop (Bottom) uniform, too. The probability
of the event happening, for a given pair of indirect queries, is at most 2−n . The same holds for
each of the 36 possible collision types. To avoid tedious repetition, we provide a few examples. We
continue to use the same convention as in the last example, priming variables for the second query.
Pr[Coll(A, B)] = Pr[Coll(B, A)] = 0 since the adversary is not allowed to query with Top = 0.
Pr[Coll(3a, 3a)] = Pr[W + Initial + λL = W ′ + Initial′ + λ′ L]. Queries may not be repeated,
so (W, Top, Bottom, λ) ̸= (W ′ , Top′ , Bottom, λ′ ). Suppose Top ̸= Top′ . Then Ktop and
Ktop′ are uniform and independent, making Initial and Initial′ uniform and independent
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32-Bits
Definition of Si (X)
S1
S2
S3
S4
S5
S6

(X≪1) ⊕ (msb(X) · 135)
(B, (A≪1) ⊕ (msb(A) · 10120 1010001) ⊕ B)
(B, (A≪1) ⊕ (A≫1) ⊕ (B ∧ 148))
(C, D, B, (A≪1) ⊕ (msb(A) · 831) ⊕ B ⊕ D)
(C, D, B, (A≪1) ⊕ (A≫1) ⊕ (D ∧ 107))
(C, D, B, (A≪1) ⊕ (A≫1) ⊕ (D≪15))

64-Bits

128-Bits

x86

arm

ppc

sun

mips

x86

sun

x86

ppc

10.9
7.6
7.7
3.0
4.1
4.0

22.9
17.0
11.4
6.2
4.4
3.4

13.4
5.2
4.3
2.5
2.1
2.0

23.7
13.2
13.3
4.5
4.2
4.2

18.6
12.6
14.2
6.6
5.8
5.7

4.0
3.3
4.1
5.3
5.7
5.6

3.7
2.6
2.7
5.3
5.2
5.3

6.8
7.1
5.5
9.4
5.5
8.2

5.0
6.0
7.1
8.1
6.0
8.1

Figure 12: Some maximal-length 128-bit LFSRs and their performance. The input X ∈ {0, 1}128

is partitioned into X = A ∥ B (for S2 or S3 ) or X = A ∥ B ∥ C ∥ D (for S4 , S5 , or S6 ). Repeated application
128
128
128
128
of Si : {0, 1}
→ {0, 1}
to any X ∈ {0, 1} \ {0128 } yields all strings in {0, 1} \ {0128 }. The table
gives the time to compute Si , in CPU cycles, averaged over a large number of runs, when inputs and outputs
are provided to the implementation using registers of 32, 64, and 128 bits.

by the universal-1 property of H, so the probability in question is at most 2−n . Suppose
Top = Top′ but Bottom ̸= Bottom′ . Then Ktop = Ktop′ is uniform and, by the xoruniversality of H, variables Initial and Initial′ are uniform and independent of each other
and of every other variables appearing in the formula, making the probability in question at
most 2−n . If Top = Top′ and Bottom = Bottom′ and λ = λ′ then we know that W ̸= W ′
and the probability of collision is 0. Finally, if Top = Top′ and Bottom = Bottom′ and
W = W ′ then we know that λ ̸= λ′ and the probability we are considering collapses to
Pr[λL = λ′ L] = Pr[cL = 0] where c = λ − λ′ ̸= 0. Since L was chosen uniformly at random
in the type-A query, only the choice of L = 0 results in a collision, which happens with
probability 2−n .
Pr[Coll(2, 3b)] = Pr[Y = Initial′ + λ′ L]. This is at most 2−n as, for example, Initial′ is uniform
and independent of Y , Λ′ , and L.
Pr[Coll(3b, 2)] = Pr[W + Initial + λL = W ′ + Initial′ + λ′ L. Since λ-values must be distinct
between TYPE-2 and TYPE-3b the probability is Pr[cL = W + Initial + W ′ + Initial′ ] for
some c ̸= 0. Since the RHS side is independent of L and L is uniform, the probability is at
most 2−n .
Continuing in this way one finds that each type of collision occurs with probability at most 2−n ,
implying a probability for any collision of at most 0.5 σ(σ −1)/2n . Summing with the addends of
0.5 σ(σ −1) and 0.5 q(q −1) and recalling that σ ≤ 2q + 1 we conclude that the total adversarial
advantage is at most 4.5q 2 + 1.5q ≤ 6q 2 , completing the proof.

B

New Word-Oriented LFSRs

Recall that in OCB2 each 128-bit offset is computed from the prior one by multiplying it, in
GF(2128 ), by the constant x = 2 = 0126 10. Concretely, the point X ∈ {0, 1}128 is stepped (or “incremented” or “doubled”) by applying the map S1 (X) = (X≪1)⊕(msb(X)·135). The constant 135
(decimal) represents (without the x128 term) the primitive polynomial g(x) = x128 +x7 +x2 +x+1.
Chakraborty and Sarkar suggested [6] that there might be an incrementing function more
efficient than S1 ; they suspected that one might achieve efficiency gains with a word-oriented
LFSR [37], as exemplified by the blockcipher SNOW [9]. After all, multiplication by x and reducing mod g(x) is just the “Galois configuration” of a particular 128-bit LFSR [27], and one that has
not been optimized for software performance. Some other 128-bit LFSRs might run faster.
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To develop this idea, let S be an n × n binary matrix that is invertible over GF(2). Then we
may regard S as the feedback matrix of an LFSR that transforms the row vector X ∈ {0, 1}n into
the row vector X · S, a process we refer to as stepping the string X under S. The t-fold stepping
of X by S is realized by matrix St . If the characteristic polynomial of S is primitive (over GF(2))
then the order of S in the general linear group GL(n, GF(2)) will be 2n − 1 and the map X 7→ X · S
will have two cycles: the length-1 cycle from 0n to itself and the cycle of length 2n − 1 passing
through all remaining n-bit strings [27]. The matrices ⟨S⟩ = {Si : 1 ≤ i ≤ 2n−1 − 1}, along with
the matrix n × n zero matrix, can be regarded as a representation of GF(2n ) under the operations
of matrix multiplication and matrix addition, both mod 2.
Based on the paragraph above, the following is a simple way to obtain maximal and fast-tocompute 128-bit LFSRs. Generate candidate LFSRs by randomly combining a small number of
shifts, ands, xors, using small or random constants. Represent each scheme by its feedback matrix.
For each candidate matrix, check if it has a primitive characteristic polynomial. This is roughly
the same approach taken by Zeng, Han, and He [41] to devise some software-efficient maximalperiod shift registers intended for stream-cipher use. Using it, we generated and tested thousands
of 128-bit stepping functions. Some efficient-to-compute schemes giving rise to maximal LFSRs
are shown in Figure 12. Our experience searching for such maximal LFSRs suggests that they are
rather finicky and sparse.
Implementing the candidate LFSRs on a variety of platforms revealed no clear winner; see
Figure 12. Beyond this, we found that none of the stepping functions were competitive with xoring
in a pre-computed 128-bit value. All of the candidate stepping function introduce endian favoritism.
In the end, then, we decided against using an LFSR stepping function to update offsets, going back
to the OCB1 approach, instead.
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