
Dear Alfred, Neal, Palash, and Sanjit, 

A colleague recently drew my attention to the comments on p. 4 in your essay “Another Look at 

Tightness II: Practical Issues in Cryptography.” With all due respect, the three paragraphs there 

concerning my own essay, “The Moral Character of Cryptographic Work,” are a completely inaccurate 

representation of my work.  I request that you remove these paragraphs from your essay, as you 

attribute to me sentiments there that are not mine and that are not what I assert in my essay.  

First of all, I am not an opponent of “crypto-for-crypto”. I would characterize much of my own work as 

such, and much of the intellectually strong work in our field. Crypto-for-crypto is important, even 

critical, to what our community does. I do criticize the current balance among crypto-for-crypto, crypto-

for-security, and crypto-for-privacy.  I do suggest that, as a community, we are over-weighting crypto-

for-crypto, and that this has undesirable consequences, including the diminution of crypto-for-privacy.  

I do not ridicule FHE or iO. In fact, I like both areas. I am concerned about the ways that these areas 

impact sensibilities in cryptography and, also, the ways in which power seems interested in using such 

ideas.  Elaborating, I believe that many bright young grad student think that they somehow must work in 

“hot” areas, regardless of why those areas are hot; and I’m concerned that funding agencies may have 

very different ideas than researchers about why FHE and iO are interesting directions. In connection 

with FHE, I do ridicule the comments of a DARPA Program Director, at least as quoted in a news article. 

But obviously it’s not the fault of the smart people who work on FHE or iO if Program Directors sound 

like idiots or political hacks when they talk about this stuff.  

I do not characterize FHE or iO as useless. To call an area as speculative or theoretical is far from calling 

it useless. I have no idea how FHE and iO will evolve. I am not trying to kill (or “strangle”) FHE, iO, or 

crypto-for-crypto. That’s just silly.  I am trying to encourage more cryptographers to attend to the 

political character of our field, and their own work within it. I give examples, which include FHE and iO.  I 

might misunderstand the position of these areas, but it doesn’t relieve the burden of trying.    

I never claim that that individuals who work on crypto-for-crypto problems are immoral or amoral. I find 

that claim ridiculous.  The last thing I would want is a community in which every piece of scholarly work 

undergoes some sort of ethical or political scrutiny, this then applied to the authors.  What I do want is a 

disciplinary culture in which more of us are genuinely interested in the implicit political character of 

cryptographic work, including our own. If we had this, I believe that the body of work coming out of the 

cryptographic community would tend to become more relevant to privacy. 

You characterize my essay as “theory-bashing”. It is not. I have spent my entire career trying to grow 

one side of theory, and I certainly consider myself to be a theorist.  

I do not claim that the only explanation for DARPA funding FHE and iO is that they want  our community 

to focus on less practical research directions.  But I do suggest this is one part of an explanation, and I 

give some historical evidence in that direction. 

You claim that my recommendations are based in large part on my own work. I disagree. Of twelve 

recommendation named in the essay, most have nothing to do with my past work. It might be fairer to 

complain how little my past work has followed what suggest, beginning with the fact that I have only 

one paper motivated by crypto-for-privacy, that I have almost no knowledge of privacy tools, and that I 

have a poor systems-level view of computing.  



Finally, you paint the essay as an uncollegial and arrogant act of self-promotion. If you think my essay an 

implicit claim that my own work is superior to anybody else’s, you are utterly off-base. I barely speak of 

my own work and, even then, I spoke of future work.  As for being uncollegial, this is not the reaction I 

have received from other colleagues, including people at the center of FHE, iO, and DP.  

I think my essay particularly careful in its use of English, so I am mystified why four colleagues would 

assert it to claim so many things that it does not, and that I would never claim.  

 

Phil Rogaway 
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Davis, California, USA 

 

 


