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About Me
PL for Systems

Starting in July!
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Rust: no longer Mozilla’s esoteric 
project
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Why Rust?

Memory Safety
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• Rust is memory and type safe 
 
 
 
 

• Amazing tooling: testing, docs, etc.

Why Rust?
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Third-party code!
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Problem: third-party code

• Rust is not actually memory safe!
➤ Real code uses unsafe, calls C foreign functions, etc. 

• Memory safety != isolation
➤ Third party crate can read/write to fs, net, etc.
➤ At run time, at build time  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Problem: third-party code
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Audit your supply chain!
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Auditing Sucks.



PL to the rescue!

1. Audit the code that matters.

2. Make audits re-usable and upgradable.

3. Enforce when you can’t/don’t want to audit.
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1. Audit the code that matters
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Some data
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Top 1000 crates on crates.io

Risky function calls by crate



Some data

Most crates do not have 
any risky effects!

Among crates with risk, most 
are concentrated in a small 

number of “core” crates
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Top 1000 crates on crates.io

Risky function calls by crate



Mozilla data

• Crates marked “exempt” in Cargo Vet
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Static analysis

➤ Only look at paths that lead to “powerful” APIs
➤ Only audit subset of a library you’re actually using
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Static analysis

➤ Only look at paths that lead to “powerful” APIs

Side effects:
Behavior not visible in the type
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Small anecdote

— Graydon Hoare, 2010
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Small anecdote

— Graydon Hoare, 2010
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Static analysis

➤ Only look at paths that lead to “powerful” APIs

Taint analysis:
Sources = Side effects + memory unsafety
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Static analysis

➤ Only audit subset of a library you’re actually using

Taint analysis:
Sinks = main() and publicly exposed library functions
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The Dependency Problem

➤ A uses B uses C uses D; D accesses filesystem
➤ “Depth” of analysis.

➤ Display effects in D to C only?
➤ Display effects in D to A, B, and C?
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Modular Auditing: Delegation

• Not enough information to assess safety for ALL 
possible callers

• Delegation: effects as caller- or callee-checked
• (Done routinely by auditors all the time)

• Solves the dependency problem!
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Demo

- Static-analysis assisted supply 
chain auditing tool

- Built in Rust
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Demo
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Demo

Function which has a possibly 
unsafe side effect

Side effect

Options for auditor
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2. Make audits re-usable and 
upgradable
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2. Make audits re-usable and 
upgradable

Audits can be exhausting
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The “LGTM” effect

LGTM👍

Audits can be exhausting
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Audit exhaustion: code changes

• Code changes => rerun the taint analysis for ALL 
source functions
➤ And across all client crates transitively dependent on 

the code!
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Solution

• Save partial results to continue an audit later

• Update audit on diff

my_crate.audit
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my_crate.audit

The audit update problem (v1)

my_crate.audit

my_dependency.audit my_dependency.audit

Depends on
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The audit update problem (v2)

my_crate.audit my_crate.audit

my_crate v1.0.0 my_crate v1.1.0
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3. Enforce when you can’t/don’t 
want to audit

my_crate.audit my_crate.policy

➤ Use policy specification to run library with least privs
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3. Enforce when you can’t/don’t 
want to audit

my_crate.audit my_crate.policy

Lightweight sandboxing for C FFI code
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Why? Difficult edge cases

- Macro expansion
- Build-time effects (build.rs)
- Dynamic dispatch (trait objects)
- Closures and function pointers

(Current solution: report to the user)
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http://build.rs


3. Enforce when you can’t/don’t 
want to audit

my_crate.audit my_crate.policy

Information from static analysis
- don’t need to sandbox everything!
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Other interesting research 
challenges

• Build-time effects

• Unsoundness in the Rust compiler

• Higher-order 
functions
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Summary

• Try out Cargo Scan!
github.com/PLSysSec/cargo-scan

• 1. Audit the code that matters

• 2. Make audits re-usable and upgradable

• 3. Enforce when you can’t/don’t want to audit
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https://github.com/PLSysSec/cargo-scan

