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Example social networks
(Immunology; viral marketing)

M. E. J. Newman



The Internet
(Robustness to failure; optimizing future growth; testing

protocols on sample topologies)

H. Burch and B. Cheswick



A typical web domain
(Web search/organization and growth

centralized vs. decentralized protocols)

M. E. J. Newman



The airline network
(Optimization; dynamic external demands)

Continental Airlines



Yeast protein signaling network
(Control mechanisms in biology; drug design)

S. Masloc and K. Sneppen



The power grid
(Mitigating failure; Distributed sources)

M. E. J. Newman



Software call graph
(Highly evolveable and robust to mutation)

Open-source software as a “systems” paradigm.

Chris Myers



Physical, Biological, Social, Engineered Networks

Why do networks exist?

• More efficient control, esp through hierarchy?

• Robustness to noise, fluctuations, failures?

• Can we learn function from structure?

• Can we apply these lessons to engineered systems?

– Would a modern power grid look like the one we have?

– How do we build a coherent distributed energy system
integrating solar, wind, hydropower, bio-diesel, hydrogen, etc.



Studying each network individually (for now)

• Topology (Physics – “scale-free”, “small-world”).

• Information flow and search (Computer Science – Page Rank,
HITs).

• Still missing: connecting form and function



Topology

• Almost every real-world network studied exhibits high degree of
heterogeneity in the degree of nodes.

• Some portion of the distribution is a “power law”.

pk ∼ k−γ

ln pk ∼ −γ ln k
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Power laws observed

• Popularity of web pages: Nk ∼ k−1

• Number of peering relations amongst Internet Service
Providers.

• Number of interaction of proteins.

• Rank of city sizes (“Zipf’s Law”): Nk ∼ k−1

• Pareto, 1906. Observed that twenty percent of the population
owned eighty percent of the property in Italy (“the 80-20 rule”).



Comparing Power Law and Random Graphs

Albert, Jeong and Barabasi, Nature, 406 (27) 2000.
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called scale-free networks, which include the World-Wide Web3–5,
the Internet6, social networks7 and cells8. We find that such
networks display an unexpected degree of robustness, the ability
of their nodes to communicate being unaffected even by un-
realistically high failure rates. However, error tolerance comes at a
high price in that these networks are extremely vulnerable to
attacks (that is, to the selection and removal of a few nodes that
play a vital role in maintaining the network’s connectivity). Such
error tolerance and attack vulnerability are generic properties of
communication networks.

The increasing availability of topological data on large networks,
aided by the computerization of data acquisition, had led to great
advances in our understanding of the generic aspects of network
structure and development9–16. The existing empirical and theo-
retical results indicate that complex networks can be divided into
two major classes based on their connectivity distribution P(k),
giving the probability that a node in the network is connected to k
other nodes. The first class of networks is characterized by a P(k)
that peaks at an average !k" and decays exponentially for large k. The
most investigated examples of such exponential networks are the
random graph model of Erdös and Rényi9,10 and the small-world
model of Watts and Strogatz11, both leading to a fairly homogeneous
network, in which each node has approximately the same number
of links, k ! !k". In contrast, results on the World-Wide Web
(WWW)3–5, the Internet6 and other large networks17–19 indicate
that many systems belong to a class of inhomogeneous networks,
called scale-free networks, for which P(k) decays as a power-law,
that is P!k""k! g, free of a characteristic scale. Whereas the prob-
ability that a node has a very large number of connections (k q !k")
is practically prohibited in exponential networks, highly connected
nodes are statistically significant in scale-free networks (Fig. 1).

We start by investigating the robustness of the two basic con-
nectivity distribution models, the Erdös–Rényi (ER) model9,10 that
produces a network with an exponential tail, and the scale-free
model17 with a power-law tail. In the ER model we first define the N
nodes, and then connect each pair of nodes with probability p. This
algorithm generates a homogeneous network (Fig. 1), whose con-
nectivity follows a Poisson distribution peaked at !k" and decaying
exponentially for k q !k".

The inhomogeneous connectivity distribution of many real net-
works is reproduced by the scale-free model17,18 that incorporates
two ingredients common to real networks: growth and preferential
attachment. The model starts with m0 nodes. At every time step t a
new node is introduced, which is connected to m of the already-
existing nodes. The probability !i that the new node is connected
to node i depends on the connectivity ki of node i such that
!i # ki=Sjkj. For large t the connectivity distribution is a power-
law following P!k" # 2m2=k3.

The interconnectedness of a network is described by its diameter
d, defined as the average length of the shortest paths between any
two nodes in the network. The diameter characterizes the ability of
two nodes to communicate with each other: the smaller d is, the
shorter is the expected path between them. Networks with a very
large number of nodes can have quite a small diameter; for example,
the diameter of the WWW, with over 800 million nodes20, is around
19 (ref. 3), whereas social networks with over six billion individuals

Exponential Scale-free

ba

Figure 1 Visual illustration of the difference between an exponential and a scale-free
network. a, The exponential network is homogeneous: most nodes have approximately
the same number of links. b, The scale-free network is inhomogeneous: the majority of
the nodes have one or two links but a few nodes have a large number of links,
guaranteeing that the system is fully connected. Red, the five nodes with the highest
number of links; green, their first neighbours. Although in the exponential network only
27% of the nodes are reached by the five most connected nodes, in the scale-free
network more than 60% are reached, demonstrating the importance of the connected
nodes in the scale-free network Both networks contain 130 nodes and 215 links
(!k " # 3:3). The network visualization was done using the Pajek program for large
network analysis: !http://vlado.fmf.uni-lj.si/pub/networks/pajek/pajekman.htm".
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Figure 2 Changes in the diameter d of the network as a function of the fraction f of the
removed nodes. a, Comparison between the exponential (E) and scale-free (SF) network
models, each containing N # 10;000 nodes and 20,000 links (that is, !k " # 4). The blue
symbols correspond to the diameter of the exponential (triangles) and the scale-free
(squares) networks when a fraction f of the nodes are removed randomly (error tolerance).
Red symbols show the response of the exponential (diamonds) and the scale-free (circles)
networks to attacks, when the most connected nodes are removed. We determined the f
dependence of the diameter for different system sizes (N # 1;000; 5,000; 20,000) and
found that the obtained curves, apart from a logarithmic size correction, overlap with
those shown in a, indicating that the results are independent of the size of the system. We
note that the diameter of the unperturbed (f # 0) scale-free network is smaller than that
of the exponential network, indicating that scale-free networks use the links available to
them more efficiently, generating a more interconnected web. b, The changes in the
diameter of the Internet under random failures (squares) or attacks (circles). We used the
topological map of the Internet, containing 6,209 nodes and 12,200 links (!k " # 3:4),
collected by the National Laboratory for Applied Network Research !http://moat.nlanr.net/
Routing/rawdata/". c, Error (squares) and attack (circles) survivability of the World-Wide
Web, measured on a sample containing 325,729 nodes and 1,498,353 links3, such that
!k " # 4:59.
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N=130, E=215, Red five highest degree nodes; Green their neighbors.

• Exp has 27% of green nodes, SF has 60%.

• PLRG: Connectivity extremely robust to random failure.

• PLRG: Connectivity extremely fragile to targeted attack (removal of highest
degree nodes).



Mechanisms for Power Laws

• Preferential Attachment:
– Polya (1923), Zipf (1949), Simon (1955 – “The rich get richer”)
– Barabási and Albert, Science 286, 1999.

• Optimization:
– Mandelbrot (1953)
– D’Souza, Borgs, Chayes, Berger, Kleinberg, PNAS 104, 2007



All these networks interact!
(Can’t study in isolation)
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Networks:

Transportation

Networks/

Power grid
(distribution/

collection networks)

Biological networks
- protein interaction

- genetic regulation

- drug design

Computer

networks

Social networks
- Immunology

- Information

- Commerce



Example: Consider the spread of the avian flu

Occurs on a dynamic network with multiple length and time
scales:

• Long length exchanges of the virus strains:
– between migrating flocks,
– between people flying on airplanes.

• Short length (local) exchanges of the virus strains.

• Exchange of additional information each interaction (health
warnings, weather patterns, etc.) that influence future
connectivity of network.

• Self-organization



Phase transitions (i.e., “Tipping Points”)

An abrupt sudden change in one or more physical properties,
resulting from a small change in a external control parameter.

Examples from physical systems:

• Magnetization

• Superconductivity

• Liquid/Gas

• Bose-Einstein condensation



Phase transition in connectivity of random graph

• Start with N isolated nodes. Choose two nodes at random,
which are not yet connected, add an edge between them.

• Edge N/2 is “critical”.

• Add some edges get a giant component. Remove some
edges, destroy connectivity.

R.D., Achlioptas, Spencer: Control of transitions.



Is connectivity a good thing?



Self-organization can alter Phase transitions

• Choose two candidate edges at random.

• Use local property to decide which one of the two to add to the
growing graph.



Integrating it all together

• Over the past 8 years, a science of networks is emerging.
(And the SFI researchers (15+) have been leading the efforts)

• Learning about activity and topology of individual networks.

• Natn Acam Sciences/Natn Research Council Study (2005)

“all our modern critical infrastructure relies on networks... too much

emphasis on specific applications/jargon/disciplinary stovepipes... need a cross-cutting

science of networks... Research for the 21st century”



New UC Davis course
“Network Theory and Applications”

• Grad students, Postdocs, Faculty from across campus.

• General techniques:
Linear algebra, Simple differential eqns,
Degree distributions/statistics, Visualization tools.

• Applications:
– Immunology/contact processes
– Social networks
– Biological networks
– Design of transportation/distribution networks

(modern power grid)
– Energy networks
– WWW Search (Probability and algorithms, distributed computing)



Our modern infrastructure relies fundamentally on layered,
interacting, complex networks

• Though each network might scale, each has own unique characteristic
length and time scales.

• Robustness in one layer may be vulnerability in another.

• This layering can blurr the definition of what is a node or an edge.


