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TS//SI//IRELto USA, FVEY

s/ren) IPhone Location Services

Uy Who knew in
1984...

TS//SI//REL to USA, FVEY
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TS//SI//REL to USA, FVEY

s/rev) iIPhone Location Services

(U) ...that this would
be big brother...

TS//SI//REL to USA, FVEY
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TS//SI//IREL to USA, FVEY

s/ren IPhone Location Services

(U) ...and the
x: zombies would be
| |‘ ‘ paying customers?

TS//SI//REL to USA, FVEY
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SECRET/REL TO USA, AUS, CAN, GBR, NZL//20320108

New Collection Posture

Torus increases
physical access

Work with GCHQ, share Sniff it All

with Misawa

Partner it All Know it All

Automated FORNSAT
survey - DARKQUEST

Analysis of data at scale:
LEGANTCHAOS

Exploit it All Collect it Al

Increase volume of signals:
ASPHALT/A-PLU

Process it All

Scale XKS and use
MVR techniques

SECRET//REL TO USA, AUS, CAN, GBR, NZL//20320108
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Quotes from t he
JacobWeber,2012

(U) Ifound myself wishing that my life would be constantly and completely
monitored. It might seem odd that a s@lfofessed libertarian would wish an
Orwellian dystopia on himself, but here was my rationale: If people knew a few
things about me, | might seem suspicious. But if people knew everything abou
me,u K Ssed}iirey had nothing to fear.

(U) Iguess if wgthe NSA] were corporation, we could make our mission
statementX this:a 0 dzA infe¥hed Hecision makers so that targets do not
suffer oury’ I U AwZath Qrdess they really deservegiby exercising deitiike
monitoring of thel  NJB S (€ | philBs@phy.

https://www.documentcloud.org/documents/22590 #he-sigintphilosopheris-backwith-a-new-face.html 7135
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The basicsare not known

Phone, Emall
Skype, SMS, & '
t Dt Kk 2AYR24E .
< >
Phil Steven

How many copies of the communications are archived, by whom, for how long?

What algorithms are appliedor will be applied; to the data?

What is the data combined with?

When might a human analyst become involved?

What consequences might stem from the communications content?

Secrecy + Complexity
* Reduces the possibility of effective reform.

* |sitselfan exercise of tradecraft.
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Cryptographyc the science
of secure communications

e
9

»H/

1L, ) Mass surveillance the spectaculafailure
TN to secure communications

So you mighthink that cryptographerswould beaghastandembarrassed
aboutmass surveillanceevelations.

You'd be utterly  wr
My community thinks things are going great.'
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A rosy assessment of CS

Computerscience is marking an epical change in huimgtory.

We are conquering new and vasscientific continentX

Virtuallyall areasoK dzY 'y FF OGAGAGeé X wl yR
virtually all areas all areas of human knowledge

are benefittingfrom our conceptual and technic@l2 y i NJ& 0 dz(i
Long live computer science!

Cryptographer

Silvio Micali S

Turing Award acceptance
speech June 15, 201
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A different assessment

ji-

Yes, computer scienggat the center of major scientific and
societal changes.

But the chances afystopianoutcomes ardarge.
Computer science is at the centertadnsforming thelnternet

into a frightening tool fototal surveillance but few of us say a
thing, and many help out.

Cryptographersould play a significant role in resisting this
OKIy3Ss odzi ¢S R2Yy QU O®

WHY?

12 /35



Answering the QUESTION
Provisos

« Academic+ cryptograph|c+ personal perspective
Insidethe-R A & OA LI A yioba te@hhoSdisilidies sthlay

« Communities arenot monolithic

Thereare computer scientists who care deeply about mass surveillance,
privacy, and security.

* | know nothing about the situation in New Zealand
T h e r e onsanswerto the QUESTION

An answer Gets dropped in a box.
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Whil e t bneanswers no

there Is onetheme:

| t ' sulturehseupid.

the crypto community

modern computer science
scientific & technical people
contemporary consumer society
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Fromwheredilc r ypt ogr apher

disciplinary culture come?
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MIT Lab for Computer Science

Theory of ComputatiorGroup
Cryptography—-mid-1 9 8 0 ' s

«fﬁ;ﬁl“lullma'

1\

e Youthful Ron Rivest Shafi Goldwasser Silvio Micali

* |conig paradigmatic works that
captured the imagination

[GM] Goldwasser, Micgl5TOC 198QcCss 84Probabilistic encryption
and how to play mental poker keeping secret all partial information
[GMR]  Goldwasser, Micali, RackdfTOC 8EIAM 89)
The knowledge complexity of interactive proof systems
[GMW1] Goldreich, Micali, WigdersqirOC86 (JACM 91)
Proofs that yield nothing but their validity and a methodology of cryptographic protocol design
[GMW2] Goldreich, Micali, WigdersqQisTOC 87
How to play any mental game or A completeness theorem for protocols with honest majority

 Abranch of theory
« Problemselection: aestheticsphilosophy

Founding ethosCrypto is theory, philosophy, and imagination.

16/35



When this ethos domi nat es

Herefor fun. Intellectuality asportt pragmatismas smaHmindedness.

Distanced from security., NE LJ{ 2 3 NJ $&egeNpromimenys@adirity
problems becausef community structure.

Standardization norparticipation. Crypto standardsvithout the cryptographers
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And when thi s ethos domi

Valueneutral view. The myth that science and technology is vahaitral.

Relatively
little
change
11 —>
) 9
1 2 1
I—_ T I
Start of term End of term

“Technol ogy
t ec

-n
do with hnol ogy t hat

autrak ield what hushany a |

u
S

e
r

N

Survey data from UC Davis ECS
188, Ethics in an Age of
Technology Winger 2013
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Artifacts and ldeas ar®outinelyPolitical

19/35



] ) An Open Letter from US Researchers in
http://masssurveillance.info/ Cryptography and Information Security

January 242014

Media reports since last June have revealedthat the US governmentconductsdomestic and international surveillanceon a massivescale,that it engagesin
deliberate and covert weakeningof Internet security standards,and that it pressuresUStechnologycompaniesto deploy backdoorsand other data-collection
features Asleadingmembersof the UScryptographyandinformation-securityresearchcommunities,we deplorethese practicesand urgethat they be changed

Indiscriminatecollection,storage,and processingf unprecedentedamountsof personalinformation chill free speechand invite manytypesof abuse,rangingfrom
missioncreepto identity theft. Theseare not hypotheticalproblems they have occurredmany times in the past Insertingbackdoors,sabotagingstandards,and
tappingcommercialdata-centerlinksprovidebadactors,foreignand domestic,opportunitiesto exploitthe resultingvulnerabilities

Thevalue of societywide surveillancein preventingterrorism is unclear,but the threat that suchsurveillanceposesto privacy,democracyand the UStechnology
sector is readily apparent Becausetransparencyand public consentare at the core of our democracy,we call upon the USgovernmentto subjectall mass
surveillanceactivitiesto publicscrutinyandto resistthe deploymentof masssurveillanceprogramsin advanceof soundtechnicaland socialcontrols In findingaway
forward, the five principlespromulgatedat http://reformgovernmentsurveillance&om/ providea goodstarting point.

Thechoiceis not whether to allow the NSAto spy. Thechoiceis betweena communicationsnfrastructurethat is vulnerableto attack at its core and one that, by

default, is intrinsicallysecurefor its users Everycountry, includingour own, must giveintelligenceand law-enforcementauthoritiesthe meansto pursueterrorists

andcriminals,but we cando sowithout fundamentallyunderminingthe securitythat enablescommerce entertainment,personalcommunication and other aspects
of 21st-century life. We urge the USgovernmentto reject societywide surveillanceand the subversionof securitytechnology,to adopt state-of-the-art, privacy

preservingtechnology,andto ensurethat new policies,guidedby enunciatedprinciples supporthumanrights, trustworthy commerce andtechnicalinnovation

53 signhatories

* Nothing | knovy_is_relevant. Top reasons 5806 acceptance rate
« These are politicassues; given for not
| am not an expert on pubhgolicy; signing:

this isnot our professional concer

Extreme specializationCan rob scientists of any sense of agency.

Getting politicalas unprofessionalAn unwillingness to engage in anything
GLR2EAGAOLIEE O2yySOUSR G2 2ySa ¢2N]

)
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Changing Motivations

The foundation is being laid for a dossier society, in which comput

"B could be used to infér Y R A DIKeRtgbsf habids, whereabouts, anc

m associations from data collected in ordinary consumer transaction

Uncertainty about whether data will remain secure against abuse &

those maintaining or tapping it can havetO K leffettAY IO | dz
people to alter their observable activities

David Chaum

Nowadays, most computer scientists Securitywithout identification:

transactionsystems to makeig brother obsolete
would beuncomfortableby such speech CACMLOSS

Changing motivationsVery few curremngeneration cryptographers and
computer scientists are in it for moral or political reasons.

21/35



The strongeshdvocates of cryptography

The Cypherpunks W i

But we discovered something. Our one hope against total
domination. A hope that with courage, insight and solidarity we
could use to resist. A strange property of the physical universe
we livein. Thauniverse believes encryption. Its easier to

encrypt information than it is to decryjit {GSBSy [ S35 WirddN
JulianAssange2012 _ May/June 1993.
Above:Tim May¢ Eric Hughes-John
Gilmore

In words form history, let us speak no more of faith in man, but

bind him down from mischief by the chains of cryptography.
E Snowden2014

Missing attitude.We lack the philosophical drive, and verve, of the cypherpunks

22 /35



DoD Funding in Cryptography, 20@015

100

Percentage oCRYPTO papetisat acknowledgeUS
90 DoD funding among all papers that acknowledge US

- extramural funding

70
60
50
40

30

20

10

000 2001 2002 2003 2004 2005 2006 2007 2008 2009 ZOld 2014\ 2012 2013 2014 2015

—_

Sensibilitesforsale 2 dz R2y Qi o0AU0S GKS [KIy
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The “eretpoeone#bili ty’
t he * doct fornsceatists andangmeers

- Donot contribute with your work tasocialharm.
A negativeright. Obligesnaction.

- Contributewith your work to thesocial good.
A positiveright. Obligesaction.

- Theseobligations stem from youprofessionalrole.
For us: as aryptographer computer scientist andscientist

24/ 35



A norm that never was

« Easy to find scientists for military work

UC runs WMD labs. Universities run on federal/military funding
Socialutility of work nearly unconsidered by students

In academia, having a normative vision deprecated:

do your jobR 2 yir@td do someon& f §ob Q &nd don't let anyone else do
your job. In other word®R 2 ye@hiuse your academic obligations with the
obligation to save the world] K | ndt®dur job as an academic

Marx famously said that our job is not to interpret the world, but to change i
In the academy, however, it is exactly the reverse: our job is not to change th
world, but to interpret it Stanly Fish, 2004

Falsenorm.¢ KS GR2ZOUNAYS 2F NBAaALR2YyaaoAftlA

Anti-norm. Taking a moral stance is routinely seeruasacademic.

25/35



Two-Cultures Explanation

| think much of the problem we face today represents the culmination ofa
problem diagnosed 55 years ago by C.P. Snow in his@essdip#/ dzf U dbNE :
absence of dialogue between theientifictechnologicaland thehumanist
traditions. When Snow wrote his classic essay, he bemoaned that neither cultu
understood or impingeflipon]the other. Todayhereft of understanding of
fundamental issues and writings in the development of liberal democracy,
computer geeks devise ever better ways to track people... simply because they
can andA Ucébi Humanists on the other hand do not understand the underlying
technology and are convinced, for example, that tracking rdetia means the
government reads thegmails. C.R y 2 #wQeultures not only do not talk to
each other, they simply act as if the otlie2 S &X%/502 {

Two-cultures. Computer scientists are inadequately
grounded in humanistic concerns.

Estonian Pres.
ToomasHendrik
lives (2014)
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Radical Individualism

The belief that ones personal
Interests are more important
az2zo0ASieqQaad

Michael Douglas as Gordon Gekko in
Wall Street(Oliver Stone, 1987)

Greed for lack of a better word, good. Greed isight. Greedworks.
Greed clarifies, cuts through, and captures, the essence of the
evolutionary spirit. Greed, in all of its forms; greed for life, for money,
for love, knowledge, has marked the upward surge of mankind and
greed, you mark my words, wll & | @ S othér malfGmctioning
corporation called th&J.S.A.

Radical individualismMakes ethicabased motivations seem antiquariah.

27135



Compartmentalization and dissociation

Could you describe your personal vie
on the social responsibilities of computgr

scientists? _—

Phil

by v , ,
0 LQY | @urﬁdzu a2
. ‘é

Data-mining faculty candidate

Compartmentalization &dissociation Life is lived in separated realms.
Ethics and worlare far apart.

28 /35



Technological optimism
Technological contextualism

Technological pessimism

Technological optimismMakes the exertion of moral agency pointless.
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Misframing: LawEnforcement Narrative

ME

Privacy Is a he
personal good @ <.

A

MYSELF

K
|

collective good

Inherently in °
conflict

Encryption
has destroyed

" the balance.

Privacy wins

Thebad guys
may win

Risk of
Going
Dark
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SurvelllanceStudies Framing

Drawing bythe
sixyearold daughterof “

surveillancestudies scholar |
Steve Mann '

Surveillance S oo G
. - ':'.‘:_‘"“":f.v_'.‘-:' :_v“, TeC h n O I Ogy
IS an — s
nstument P = | cheop
of power cheap
Tied to X & Privacy and
cyberwarand <. | S © security usually
,\ not in conflict

conventional 2

Makes people S==" i
conformant, [
fearful, boring. Sskets
Sifles dissent s e

Hard to stop.
Cryptography
offers (limited)
hope
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Mass surveillance always
it I rture in Bahrain Be
becomespolitical surveillance |Rigu;;;:';'vim,;g;;ﬁ:;me:ls

Nokia Siemens
o R B L.
S e o 3 AbdulGhani AKhanjar
:T' “.: i ',lm recon :A:f;* il timme ] PoDRet - B -') ¥ ‘(‘V‘PA wg é“
onthe resord for WAL ine your tilshy, alctyievil | Student activists at : i} <
- ghapei: Satanseuld net do more: Vhat ineredible oviines UC Berkeley, 1964

|, 00 meriann susta, the shureh oresmizecion wet mveson | C . L Q3 G A dzh OARS
ou are 2 an evil, Abmoreal besst. 16 WilL of 7 to civil rights leader ' ]

Ty bl R Rt R Ly Martin Luther King, Jr Free Trade Area diie
, it Tpers 2 but ene wix sut for | 1 Q64 Americassummit
TTETIRS, Miami, 2003

Misframing. Accepting a fictitious storyline of what mass surveillance is fgr.
The correct framing emphasizes human rights and liberal democracy.
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Sanitization of a dystopia

The original

— all-seeing all

powerful

Synopsls Big Brother |5 all-seeing, all powerful and getting even bigger across the
globe. There is no limit to the Big Brother phenomanon

WARISPEACE
FREEDOM SLAVERY 1999¢ present

. . 1 | Routinization People quickly accept their new reality, and even
B - [O2YS 02 UKAY]l AUQa J22RO

™ & Yevgeny Zamyatin
v 5 (1921)
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Closing Comments

FiveEyes
60000

53 hillion
50000
40000
30000

20000

10000

2.9 billion

GB

= one ENORMOU&G, onesmall €Ye, and some noise

400 million

250 million 55 million

CA AU NZ
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Closing Comments

Our failure to avert mass survelllance
A a Yy Q (soci@lclmosity, |

but anethicalfailure of technologists, “Truth is Coming and
. SarahLynnMayhew & D606
as well as governments, worldwide. Street artin ManchesterUK

It portends, | fear, a broad failure of
liberal democracy.

| am not optimistic, although there sbmecause for hope

Disciplinary culture is mutable.

Communications technology is mutable.

The surveillance net is not yet complete.

It is never easy to predict how things will play out.
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