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Released byDer Spiegel, Sept 9, 2013



4 / 35



5 / 35



6 / 35



7 / 35

(U) I found myself wishing that my life would be constantly and completely 
monitored. It might seem odd that a self-professed libertarian would wish an 
Orwellian dystopia on himself, but here was my rationale: If people knew a few 
things about me, I might seem suspicious. But if people knew everything about 
me, ǘƘŜȅΩŘ see they had nothing to fear. This is the attitude I have brought to 
SIGINT work since then.   

We tend to mistrust what we do not understand well. A target that has no ill will 
to the U.S., but which [sic] is being monitored, needs better and more 
monitoring, not less.

(U) I guess if we [the NSA] were a corporation, we could make our mission 
statement Χ this: άōǳƛƭŘƛƴƎ informed decision makers ςso that targets do not 
suffer our ƴŀǘƛƻƴΩǎ wrath unless they really deserve it ςby exercising deity-like 
monitoring of the ǘŀǊƎŜǘΦέ  bƻǿ ǘƘŀǘΩǎphilosophy.

Quotes from the “SIGINT Philosopher”
Jacob Weber, 2012

https://www.documentcloud.org/documents/2259077-the-sigint-philosopher-is-back-with-a-new-face.html
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No human understands what’s going on

Executive order 12333 FISA

FISAAA

PATRIOT Act

HSPD-23PPD-20 Freedom Act CALEA

ECPA

ACLU + ProPublica
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How many copies of the communications are archived, by whom, for how long?   
What algorithms are appliedςor will be applied ςto the data? 
What is the data combined with? 
When might a human analyst become involved?
What consequences might stem from the communications content? 

The basicsare not known

Secrecy + Complexity
• Reduces the possibility of effective reform.
• Is itselfan exercise of tradecraft.

Phone, Email
Skype, SMS,

tDt κ ²ƛƴŘƻǿǎΣ Χ

Phil Steven
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Cryptographyςthe science
of secure communications.

Mass surveillance ςthe spectacular failure
to secure communications.

So you might think  that cryptographerswould be aghastand embarrassed 
about mass surveillance revelations.

You’d be utterly wrong.
My community thinks things are going great. 

10 / 37
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A rosy assessment of CS

Computer science is marking an epical change in human history.
We are conquering a new and vast scientific continent. Χ
Virtually all areas of ƘǳƳŀƴ ŀŎǘƛǾƛǘȅ Χ ώŀƴŘϐ
virtually all areas all areas of human knowledge Χ
are benefitting from our conceptual and technical ŎƻƴǘǊƛōǳǘƛƻƴǎΦ Χ 
Long live computer science!

Cryptographer
Silvio Micali

Turing Award acceptance 
speech June 15, 2013
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A different assessment

• Yes, computer science is at the center of major scientific and 
societal changes.

• But the chances of dystopianoutcomes are large.

• Computer science is at the center of transforming theInternet
into a frightening tool for total surveillance, but few of us say a 
thing, and many help out.

• Cryptographerscould play a significant role in resisting this 
ŎƘŀƴƎŜΣ ōǳǘ ǿŜ ŘƻƴΩǘΦ  

WHY?
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Answering the QUESTION

Provisos

• Academic + cryptographic + personal   perspective
Inside-the-ŘƛǎŎƛǇƭƛƴŜ ǾƛŜǿΤ  LΩƳnot a technology-studies scholar

• Communities are not monolithic
There arecomputer scientists who care deeply about mass surveillance, 
privacy, and security.

• I know nothing about the situation in New Zealand

• There’s not oneanswer to the QUESTION

An answer. Gets dropped in a box. 
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While there’s no oneanswer, 

there is one theme:

It’s the culture, stupid.

the crypto community
modern computer science
scientific & technical people 
contemporary consumer society
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From where did cryptographers’ 
disciplinary culture come?
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[GM]        Goldwasser, Micali ςSTOC 1982 (JCSS 84)Probabilistic encryption
and how to play mental poker keeping secret all partial information

[GMR]      Goldwasser, Micali, Rackoff ςSTOC 85 (SIAM 89) 

The knowledge complexity of interactive proof systems
[GMW1]   Goldreich, Micali, Wigderson ςFOCS 86  (JACM 91)

Proofs that yield nothing but their validity and a methodology of cryptographic protocol design
[GMW2]   Goldreich, Micali, Wigderson ςSTOC 87

How to play any mental game   or    A completeness theorem for protocols with honest majority

Shafi GoldwasserSilvio MicaliRon Rivest

• A branch of theory
• Problem selection: aesthetics, philosophy

• Youthful
• Iconic, paradigmatic  works that 

captured the imagination

MIT Lab for Computer Science
Theory of Computation Group
Cryptography –mid-1980’s

Founding ethos. Crypto is theory, philosophy, and imagination. 
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When this ethos dominates …

Here for fun. Intellectuality as sport τpragmatism as small-mindedness.

Standardization non-participation. Crypto standards without the cryptographers.

Distanced from security. /ǊȅǇǘƻƎǊŀǇƘŜǊǎ ŘƻƴΩǘ seeeven prominent security 
problems because of community structure.
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3. Technology itself is value-neutral: it is
what humans do with technology that is

right/wrong.

End of term

Value-neutral view. The myth that science and technology is value-neutral.

Survey data from UC Davis ECS 
188, Ethics in an Age of 

Technology, Winger 2013

“Technology itself is value-neutral: it is what humans 
do with technology that is right or wrong.”

Relatively 
little 

change

And when this ethos dominates …

Start of term
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Artifacts and Ideas are RoutinelyPolitical
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• Nothing I know is relevant.
• These are political issues; 

I am not an expert on public-policy;
this is not our professional concern.

Extreme specialization. Can rob scientists of any sense of agency.

An Open Letter from US Researchers in
Cryptography and Information Security

January 24, 2014

Media reports since last Junehave revealedthat the USgovernmentconductsdomestic and international surveillanceon a massivescale,that it engagesin
deliberate and covert weakeningof Internet security standards,and that it pressuresUStechnologycompaniesto deploy backdoorsand other data-collection
features. Asleadingmembersof the UScryptographyandinformation-securityresearchcommunities,we deplorethesepracticesandurgethat they bechanged.

Indiscriminatecollection,storage,andprocessingof unprecedentedamountsof personalinformation chill free speechand invite manytypesof abuse,rangingfrom
missioncreep to identity theft. Theseare not hypotheticalproblems; they haveoccurredmany times in the past. Insertingbackdoors,sabotagingstandards,and
tappingcommercialdata-centerlinksprovidebadactors,foreignanddomestic,opportunitiesto exploit the resultingvulnerabilities.

Thevalueof society-wide surveillancein preventingterrorism is unclear,but the threat that suchsurveillanceposesto privacy,democracy,and the UStechnology
sector is readily apparent. Becausetransparencyand public consentare at the core of our democracy,we call upon the USgovernmentto subject all mass-
surveillanceactivitiesto publicscrutinyandto resistthe deploymentof mass-surveillanceprogramsin advanceof soundtechnicalandsocialcontrols. In findinga way
forward, the five principlespromulgatedat http://reformgovernmentsurveillance.com/ providea goodstartingpoint.

Thechoiceis not whether to allow the NSAto spy. Thechoiceis betweena communicationsinfrastructurethat is vulnerableto attackat its core and one that, by
default, is intrinsicallysecurefor its users. Everycountry, includingour own, must giveintelligenceand law-enforcementauthoritiesthe meansto pursueterrorists
andcriminals,but we cando sowithout fundamentallyunderminingthe securitythat enablescommerce,entertainment,personalcommunication,andother aspects
of 21st-century life. We urge the USgovernmentto reject society-wide surveillanceand the subversionof securitytechnology,to adopt state-of-the-art, privacy-
preservingtechnology,andto ensurethat newpolicies,guidedby enunciatedprinciples,supporthumanrights,trustworthy commerce,andtechnicalinnovation.

http://masssurveillance.info/

53 signatories
58% acceptance rateTop reasons 

given for not 
signing:

Getting political as unprofessional. An unwillingness to engage in anything 
άǇƻƭƛǘƛŎŀƭέ ŎƻƴƴŜŎǘŜŘ ǘƻ ƻƴŜǎ ǿƻǊƪΦ
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Changing Motivations

Changing motivations. Very few current-generation cryptographers and 
computer scientists are in it for moral or political reasons.

The foundation is being laid for a dossier society, in which computers 
could be used to infer ƛƴŘƛǾƛŘǳŀƭǎΩ life-styles, habits, whereabouts, and 
associations from data collected in ordinary consumer transactions. 
Uncertainty about whether data will remain secure against abuse by 
those maintaining or tapping it can have a ΨŎƘƛƭƭƛƴƎ effectΣΩ ŎŀǳǎƛƴƎ 
people to alter their observable activities.

David Chaum
Security without identification:

transaction systems to make big brother obsolete
CACM 1985

Nowadays, most computer scientists 
would be uncomfortableby such speech
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The strongest advocates of cryptography

The Cypherpunks

Missing attitude. We lack the philosophical drive, and verve,  of the cypherpunks.

{ǘŜǾŜƴ [ŜǾȅΣ ά/ǊȅǇǘƻ wŜōŜƭǎέΣ Wired, 
May/June 1993.

Above: Tim MayςEric Hughes –John 
Gilmore

In words form history, let us speak no more of faith in man, but 
bind him down from mischief by the chains of cryptography.

E. Snowden,2014.

But we discovered something. Our one hope against total 
domination. A hope that with courage, insight and solidarity we 
could use to resist. A strange property of the physical universe that 
we live in.    The universe believes in encryption.    It is easier to 
encrypt information than it is to decrypt it.

JulianAssange,2012
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DoD Funding in Cryptography, 2000-2015
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Percentage of CRYPTO papers that acknowledge US 
DoD funding among all papers that acknowledge US 
extramural funding

Sensibilities for sale. ̧ ƻǳ ŘƻƴΩǘ ōƛǘŜ ǘƘŜ ƘŀƴŘ ǘƘŀǘ ŦŜŜŘǎ ȅƻǳΦ
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- Do not contribute with your work to social harm.
A negative right. Obliges inaction. 

- Contributewith your work to the social good.
A positive right. Obliges action.

- These obligations stem from your professional role.
For us: as a cryptographer, computer scientist, and scientist.

The “ethic of responsibility” –
the “doctrinal norm”for scientists and engineers
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A norm that never was

• Easy to find scientists for military work
• UC runs WMD labs.  Universities run on federal/military funding
• Social-utility of work nearly unconsidered by students
• In academia, having a normative vision deprecated:  

False norm.  ¢ƘŜ άŘƻŎǘǊƛƴŜ ƻŦ ǊŜǎǇƻƴǎƛōƛƭƛǘȅέ ǿŀǎ ƴŜǾŜǊ ŜƳōǊŀŎŜŘΦ

Anti-norm.  Taking a moral stance is routinely seen as un-academic.

do your job; ŘƻƴΩǘ try to do someone ŜƭǎŜΩǎ job ... and don't let anyone else do 
your job. In other words, ŘƻƴΩǘ confuse your academic obligations with the 
obligation to save the world; ǘƘŀǘΩǎ not your job as an academic

Marx famously said that our job is not to interpret the world, but to change it. 
In the academy, however, it is exactly the reverse: our job is not to change the 
world, but to interpret it.                                Stanly Fish, 2004
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I think much of the problem we face today represents the culmination of a 
problem diagnosed 55 years ago by C.P. Snow in his essay ά¢ƘŜ Two /ǳƭǘǳǊŜǎέΥ the 
absence of dialogue between the scientific-technologicaland the humanist
traditions. When Snow wrote his classic essay, he bemoaned that neither culture 
understood or impinged [upon] the other. Today, bereft of understanding of 
fundamental issues and writings in the development of liberal democracy, 
computer geeks devise ever better ways to track people... simply because they 
can and ƛǘΩǎ cool. Humanists on the other hand do not understand the underlying 
technology and are convinced, for example, that tracking meta-data means the 
government reads their emails.    C.P. {ƴƻǿΩǎ two cultures not only do not talk to 
each other, they simply act as if the other ŘƻŜǎƴΩǘ exist.

Two-Cultures Explanation

Two-cultures.  Computer scientists are inadequately 
grounded in humanistic concerns.

Estonian Pres. 
Toomas Hendrik 

Ilves (2014)
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Radical Individualism

Michael Douglas as Gordon Gekko in
Wall Street (Oliver Stone, 1987)

Greed, for lack of a better word, is good. Greed is right. Greed works. 
Greed clarifies, cuts through, and captures, the essence of the 
evolutionary spirit. Greed, in all of its forms; greed for life, for money, 
for love, knowledge, has marked the upward surge of mankind and 
greed, you mark my words, will Χ ǎŀǾŜ Χ ǘƘŀǘ other malfunctioning 
corporation called the U.S.A.

The belief that ones personal 
interests are more important 
ǎƻŎƛŜǘȅΩǎΦ

Radical individualism.  Makes ethical-based motivations seem antiquarian.
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Compartmentalization and dissociation

Data-mining faculty candidate

Could you describe your personal view 
on the social responsibilities of computer 
scientists?

Phil

LΩƳ ŀ ōƻŘȅ ǿƛǘƘƻǳǘ ŀ ǎƻǳƭ

Compartmentalization & dissociation. Life is lived in separated realms.  
Ethics and workare far apart.
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Technological contextualism

Technological optimism.  Makes the exertion of moral agency pointless.

Technological optimism

Technological pessimism
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Privacy is a 
personal good

Inherently in 
conflict

Security is a 
collective good

Encryption  
has destroyed 
the balance.  
Privacy wins  

Risk of 
Going 
Dark.

The bad guys 
may win

Misframing: Law-Enforcement Narrative
U.S. FBI Director

James Comey
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Makes people 
conformant, 

fearful, boring.
Stifles dissent

Surveillance 
is an 

instrument 
of power

Tied to 
cyberwarand 
conventional 

war

Technology 
makes it
cheap

Privacy and 
security usually 
not in conflict

Surveillance-Studies Framing

Hard to stop.  
Cryptography
offers (limited) 
hope

Drawing bythe
six-year-old daughterof

surveillance-studies scholar 
Steve Mann
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C.LΩǎ άǎǳƛŎƛŘŜ ƭŜǘǘŜǊέ 
to civil rights leader 
Martin Luther King, Jr   
1964

Activist
Abdul Ghani Al Khanjar

Free Trade Area of the
Americassummit

Miami, 2003

Student activists at 
UC Berkeley, 1964

Mass surveillance always
becomes political surveillance

Misframing. Accepting a fictitious storyline of what mass surveillance is for. 
The correct framing emphasizes human rights and liberal democracy.
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WAR IS PEACE
FREEDOM IS SLAVERY
IGNORANCE IS STRENGTH1949

1999 ςpresent 

Routinization. People quickly accept their new reality, and even 
ŎƻƳŜ ǘƻ ǘƘƛƴƪ ƛǘΩǎ ƎƻƻŘΦ 

Sanitization of a dystopia

Yevgeny Zamyatin 
(1921) 
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Closing Comments
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Our failure to avert mass surveillance
ƛǎƴΩǘ Ƨǳǎǘ ŀ social curiosity, 
but an ethical failureof technologists,
as well as governments, worldwide. 

It portends, I fear,  a broad failure of 
liberal democracy.

I am not optimistic, although there is some cause for hope:
Disciplinary culture is mutable.
Communications technology is mutable.
The surveillance net is not yet complete.
It is never easy to predict how things will play out.

Closing Comments

“Truth is Coming and Cannot be Stopped”  (2013)
Sarah Lynn Mayhew & D606
Street art in Manchester, UK


